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VBULYAYBIU (Terms of Reference : TOR)
Tassmsdamgliuinisinguddeyananuazauddoyadsomioufinregunsal
WU Colocation uszeziaan 3 U
1. wiguasazaanduin
Tnelul 2562 U3t USmsduning sumsdanuusiclsanalne $1dn (uae) Sy
msdavhuruiunsiaurssvumaluladarsauma (osesiuszuuaulugsisuimsiuningli
mavausswauloune Digital Transformation 4.0 UB4NTENTINTAGS FanaNlEuHLs USRI TS UL
wealuladansaumadoduunuiimeiidgrdglunissvusfianianisduiugsialiaenndsemiy
unuiannAdvialielAsughuasdinu gnseans 4 mMsUFundsunasggmaiuiguadia Tneyaiu
TiAansldinaluladfdvalunisuiudgaussansamansuimsdanisveammieausy Sunuduns
Wanszuuimalilafasauneseadinuaenadeadoulesiuiissuumsviutagssuudayaasauine
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adanlunsesnuuu ﬁ’wumasﬁﬂﬁ”’aquéﬁa:gaiwumﬂiuiaﬁmiaumﬂ Weududumsatfuayuy
nanssuuazgsnssumsmilunmsvesuieng laeannsiansamaden deddeide svesnaiuaziunu
Tasans saufernnandsdumsdiulasanms Srmdue aunsoUssavmudisalusssznmsudy
2. IngUsvasd
2.1 diedavmguideyaiifinasgu farumiauldvuedndeiiios saufsdimmuniaende
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UjuRauvesmiineu ude.
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2.4 el vae. fisruuiasetedoasdeyafiaunsadonlesoyamhenusie gl
uazneuen vae. Wegnlinuaiesnmuasiivszsdnsnm
3. IazIdUAANENBZLIANIE
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3.1.1. Muiiliuinsauddeyavan uasquideyadisasdmiuindaniosnaufianes gunsal
iSetnedoans uargunsaidus
3.1.1.1 #eudu Co-location %38 Data Center floanuuuABiuINTgIU TA-942 W30
1AIFU Uptime Institute laitfoandn TIER Level 3 wiaiiiauiin

3.1.1.2 lasumsSusesmuunnsgiu 15027001

<=

= < o “ v o w <& s a woa wa °
3.1.1.3 fidouivihaen weldidudrinnudinudsiinmaie At wissiwieainy
v a_ 1o 3 . e w¥
azanlun1souunugsiareilies (Business Continuity Plan) 14

3.1.2. guddeyanandesetiiaainguddeyadiseslitesndt 30 na. ualiiiu 80 nu. awnse
wunalufiald Tngasainuasdosliegluiuiidssgnndouazlsiogluiiuilidosdonisyuya
Useiag
3.13. ﬁaaag"luﬁuﬁé’;ammmim%'um's'lﬁu%mﬁzuuﬁamﬁagammﬁaqqmnq’g’ﬁuﬁamuaﬁu
Inlaitesndn 3 918 Uszneulusedliuinmswdnauiu TRUE, CAT, TOT %3s AlS udiu
3.1.4. fudeiauesordamddeulnidwalidesndt 16 Wudeuse 1 Rack Wiaifivawasie
nsldaufsdinnaut@duadail
3.1.4.1. fidwdszneuvesusninesinvuinlivesnda 30 weud wisugunsaitaanuly
n5£¥1n (Line Suppression) aunsaldnnszualwifiu (Over Current) uagtosfiulia
492495 (Short Circuit Breaker) @nansaldausiuduasluuinsgiu TIS 11-2531 v
3x4 Sgmm. ¢
3.1.4.2. fidFunuuanuen (Duplex Universal Type (LN,G)) tiaazaanlunisinluse
NAU Plug Mun1Slaey
3.1.4.3. Wiy (Socket/Outlet) wuugiinasuea Adsuldiawnauuazuuy wiauan
i vhann PC/ABS Sllavstuyuuudigy
3.1.4.4. fiszuuiiestiulnd (Equipped with grounding)
3.1.4.5. @ansaRnRRUg RACK findnniugiu Rack 197 Idvndve
3.1.4.6. fi@vd Un -\Un wioy Irluansaniiznmsvinny
3.1.4.7. wanazdndmmielagueniilaiunisiusosmmsgiu wen./ISO 9001 : 2000
3.2 fiudeiaussesiuiiunislfigiuinisgunsal Ethermet Switch wazgunsal Router wioufnma
\iadeuredyannsiaiedisdearsdumesidn wiauuneias IP Address 95slitfoendn 8 P
Address wipuntsdudusilunisifeusiassuuiaietng (Network) Wiuszeziaan 3 9 Tawd
swaBeacl
321 Fadsitormaneglud manes wsrrw 9 Hu 18 @it 33, 4 auuwsE 9 waNhETI

WAIETIN NTIMMAVILAT 10310 wazsaenlys vas. Weusumendald $1uau 12993
e,
awa...km ................. USEoNuUnsSINmMsS  89%e.... Gg’)’ ............... nssums  adde. 5% nssums
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3.2.2 fadeiiguitoyandn uavierld vae. WouBumeduiale $1uu 1 23
3.23 usiay199sliauna Internet Bandwidth neluussine laitiaenda 200 Mbps. uafnia
uazfivuim Internet Bandwidth nmeuanUsue laiffaandt 100 Mbps. wiafni
3.3 fuderueowiuiunsiigmsnsgunsaitiasiusdets (Firewall wioumsdidiueilunis
\FousesruuiATatne (Network) luszesinan 3 ¥ Tnefisoazden @
3.3.1 gunsaitlasiiuadetne (Firewal) Andaiiquédoyandn quddoyadises uazenmsiaoyiud
M3 WL 9 T 18 1@vf 33, 4 auu wezsW 9 uraTETIN WeThETIN NFNWIMUAT
10310 $1u7u 3 yn edodinnauidtusiesgunsal fail
3.3.1.1 1¥u Firewall ¥i# Stateful Inspection firewall
3.3.1.2 Throughput dw3umsvinau SSL VPN liteandn 900 Mbps
3.3.1.3 Throughput dw3un15v197u IPS Throughput laitisanin 2 Gbps TasUszandaw
nsvihauredlianamniinislaldauves Intrusion Prevention System (IPS)
3.3.1.4 fivliauazdnunainuuu Copper Gigabit (10/100/1000 Base-TX) atinatiae 18
WBIM WaswasALUU SFP (1G) a8atiew 4 wasn
3.3.1.5 lidhdadrmaudlden (Unlimited License)
3.3.1.6 9111505893UN151497U Concurrent SSL VPN Users lawsauiulaitieanit 500
Concurrent Sessions wagUszAnsamlunisirnudeddasaniedaldnusiuiunis
muRuviTauaiiwas Application
3.3.1.7 @111505945UN151997u Concurrent Sessions lawsauiulaiesnia 1.5 Million
Wa¥a111508579 New Concurrent Session 161 100,000 Sessions/Sec wagUszansaiwlu
m‘:v‘iwmﬁml:.iaﬁmtﬁaLTJﬂWW;'i"J;Jﬁ'Uﬂﬁmw}w‘%auaﬁma% Application
3.3.1.8 annsaadenisitan VPN lanwdeudulidesndt 500 Tunnels #Se 150 Peers
3.3.1.9 figaauilunisasieasy wagtoafunisyngning 9 wanilddusguios
- SYN Flood, UDP Flood wag ICMP Flood

- IP Address Spoof

- IP Address Sweep

- Port Scan

- DoS wag DDoS iU Ping of Death Attack, Teardrop Attack, Land Attack

- TCP Fragment ugg ICMP Fragment

; Vet 4 i P :
AL UsEsunIsuns  aalie...... 66’7 ............. nesms  asde... 2wy So nssums
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3.3.1.10 aduayun1InsIaduwuy Application Layer wse Deep Inspection Firewall
Tawaiu1snsasiunisdanis Application Ialutfeendn 4,000 Applications uasl
ANUENSaluASAIUAY Custom Application lévhe

53114 ﬂuuauumsm Web Filtering %58 URL Flltenng, Anti Virus La%5893UN1S
¥ausuiy Sandboxing iiensiaseuitsunsewuulnld

33.1.12 @1w13501n150Aeu IP Address was Service Port wuu Network Address
Translation (NAT) wag Port Address Translation (PAT) ldl Tnesiaatiuayun1svinaiu
WUU Static NAT wag/v38 Dynamic NAT uag/%3a Identity NAT

3.3.1.13 gunsaviaiudnuas Transparent Mode teldnufuindatedald Tnelides
wil IP Address 983 Network L@y

33.1.14 @wn3030eTumMsldnumuuInsgIu IPSec NAT Traversal waznsudnssia wuu
DES uas/v3a Triple- DES (168bit) uay/wie AES 1d

3.3.1.15 @unsalyeu Routing LWUU Static, Dynamic Routing wuu RIPv1, RIPv2, OSPF,
OSPFv3, BGP, ISIS wazaiuaun1svianuiuy ECMP (Equal-Cost Multi-Path)

3.3.1.16 @1u1705995UN151491U High Available (HA) WUy Active/Passive %358
Active/Standby

33.1.17 awsaiusieasiBeanaznsiaasunisldeiu (Logging/Monitoring) Tneds
Syslog, SNMP uagds E-mail uda

33.1.18 @1u1509@Nn15 Configure gunsal Taald CLI, SSH (v2) was WEB based
Management ﬁ‘:QLLUU HTTPS

33.1.19 @1wrsavdsuudasuflunisdinundinianaiia Confieuration waznas
Upgrade Software m&35n15 TFTP waz WEB GUI 1@

3.3.1.20 #U1SORTIVEBUANIUE Link Failure waz Device Failure 19 wagiinisvineu
Uy Stateful failover ﬁy’a session V84 firewall uag VPN

33.1.21 fauaiunsalunisvin Traffic management adnns Bandwidth Téun
Maximum Bandwidth, Guaranteed Bandwidth w3® Rate-limit 19

3.3.1.22 gunsnifesiiweindmiu Management WU 1G (Ri45), Serial Port wuy RJA5
wazdlwosn USB Litssnin 1 wedn

3.3.1.23 gunInifesanunsauinisinnislaaingudnans (Centralized Management)
Tngannsasiaualuguuuy Appliance w3s Virtual Iag Centralized Management #a4

#@1150UIMSIANTS Firewall Clustering wazdimuaiunsalunisinauaanslil

F
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- Role-based Access Control

- Network Discovery

- Forensics

- Network Map (IP, User Discovery) — -

- Policy Compare d%u DNS, File uag SSL Policies 1138 Policy Package

Diff

- Audit Log

- Workflow

- REST API

- Reporting
3.3.1.24 gunsnlanunInyin Policy 3o Access Control 910 Geo location I
3.3.1.25 gUnsalatuayuNIIINIULUY Proxy Traffic Filter way SSL Decryption
3.3.1.26 5935UTUN15ATI99U Malware Tass835Un15%1 Malware Tracking , Malware
blocking wag Analysis 1@

33.2 gunsaillesiuiniatne (Firewall) Andufiguddoyandn S1uau 1 g wwdodinuasl

Fuswesgunsniil
3.3.2.1 Lﬂuqﬂﬂinfl Firewall ¥l Next Generation Firewall Wuu Appliance
3.3.2.2 gunsal Firewall dm3ulTouse Server adesil Port Weuse 10 GBps uagw
Uiae 2 Port
3.3.2.3 1l Firewall Throughput laifesnin 20 Gbps
3.3.2.4 Ieadoudaszuuiniatie (Network Interface) WUy 10/100/1000 Base-T 38
fnd1 Swauliitiesndn 6 ve uasliveudeuseszuusatnewuy GE wiia SFP Sl
tasnin 10 ¥a9
3.3.2.585suuamvgauuardesiunsunsnsuuuunie edades Fsil Syn Flood, UDP
Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS (Husuld
3.3.2.6 @111509101511%UA P Address Wa¥ Service Port WUy Network Address
Translation (NAT) uaz Forward multiple services L@
3.3.2.7 @wnsavinguanuene Transparent Mode wag Discover Mode 16t
3.3.2.8 @130 Routing WUU Static, Dynamic Routing 161
3.3.2.9 5843U Power Supply LUy Redundant %38 Hot Swap 31w 2 wiheldlusunan
33.2.10 annsauimsdanisgunalinuannsgiu HTTPS wie SSH Ididuednatise

Wi 597N 16
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3.3.2.12
33213
33.2.14
33215

3.3.2.16

4
3.3.2.18

3.3.2.19
3.2:2.20
3.3.2.21
3.3.2.22
55223
3.3.2.24

33.225

3.3.2.26

Ay
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aunsniiulazdssuazidunauasasavaaunnsidan
Logging/Monitoring/Reporting) et
annsaldrumunasgiu 1Pve 1¢

11 1PS Throughput laitfesndn 4.2 Gbps

& Antivirus Throughput (proxy) laitfesnin 2.8 Gbps
annsafudaunsideudendouiu (Concurrent connections) lsiosnia
8,200,000 Connections kazannsasusaumsifounslng (New
connection/sec) litiasnin 140,000 connection/sec

i Storage lunmsifiuduiindayauuu Solid State (SSD) sumbifesndn 120 GB
FU 1 e

annsaviniinfiiiu DNS server wag DHCP server I¢lushaunsal
annsovinsnsaty wastesiunisdeusravesiosmeniinmesluniatny
panluds Command and Control Server 1
annsaruaunsidnldeuivlesanu Category 16 Tneiigiudoya URL Filter
database laitlaenin 92 categories

ansavihnsausuanwalady Wetestunisldauuenndndy Tned
sndeyabitiosndn 3,000 uawndlady

ANUNIANTIVU Virus, Malware, Trojan wag Spyware uulusinasa HTTP/S
uas FTP 1a

A1150n5239U Spam mail uaz Malware vulusianea SMTP 1@
#13N3905293U E-mail Tauulusianea SMTP, POP3 uag IMAP @
#WNIOW users LU0 E-mail ﬁgnﬁ'ﬂmmmma»ﬂ (Self-Serve Quarantined)
o viseanunsaauagUnsalneuenla

annsadnga E-mail Wedhuanuduees E-mail weenld wiesamnsaEue
gunsalneuents

annsateanunislauf Web Server (Web Application Firewall) lneanunse
viaulunuy Reverse Proxy tieteafunislaufivdin URL hardening engine
with deep-linking, directory traversal prevention, Form hardening engine,
SQL injection protection, Cross-site scripting protection, Dual-antivirus
engines, HTTPS (SSL) encryption offloading, Cookie signing with digital
signatures, Path-based routing, Reverse authentication (offloading) was

Wildcard support for server paths l¢i w%’ammmmuaqunizﬁmauan‘iﬁ

4 o o S
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3.3.2.27

=5.8:2.26
5.3.2.29

3.5.2.50

3.3.2.31

3.3.2.32

3.3.233
3.3.2.34

3.3.2.35

3.3.2.36

252357

3.3.2.38

33.2.39

el o a v a [ @ .
3.4 goudaiausrosiniunisiiidiuinsgunsninssaedynnuman (Core Ethernet Switch wawsis

Islamic Bank Asset Management Co.,Ltd.

5895UMsvih Cloud Sandbox LtetiesiusisAnau a1#i Ransomware Wax
Unseen malware exploit Inwsaasulriausenn exe, PDF, doc, docx, docm,
rtf, ZIP, BZIP, GZIP, RAR, TAR uay 7Z ldillustaios

FN5aViT VPN WUU Site-to-Site VPN iin 1PSec - éifiusgnatioy

@N50¥i VPN LWUU Remote Access %is IPSec, L2TP wag SSL ladu
atnatian

a15avi Clientless VPN wuu HTMLS fialdanu RDP, SSH, Telnet wag VNC
@laglifosings Agent

aunsainnsBudusinnu (Authentication) $9uAU Active Directory,
eDirectory, RADIUS, LDAP uag TACACS+ Iatllusenatios

#131950%11 WAN link balancing %iin multiple Internet connections, auto-link
health check, automatic failover, automatic and weighted balancing uag
granular multipath rules e

5895UN5¥ Clustering WuU Active-Active %38 Active-Passive 10
annsaadnenulanglugunsailaeil On-box reports uazasn custom
report ¢ 8% Applications, Network and Threats, VPN, Email ug
Compliance (HIPAA, GLBA, SOX, FISMA, PCI, NERC CIP v3, CIPA) It
agarley viseannsadusgUnsalnuuenlunsaiumenula

AN50as 18U Scheduling 'I¢ Tnsanunsa export Wulwdelia HTML,
PDF wag Excel (XLS) lsilunenaios
ansauImsInnseYnsaluuugudnany (Central Management) Huvng
Cloud Firewall Manager Iagaun3n Backup Configuration wuu Schedule
waganunsaaseuul Cloud laliitieendt 7 Tu
annsamuuAansuSISINMS (Role-based administration) 1a
Iasun1siuseannssiumnulasndt (Certification) wila CB, CE, UL, FCC
Class A, CCC, vCCl wag lailusdraniay
Q’Lauaﬁaﬂﬁ%’umsttﬁiaﬁ'?a'lﬁtﬂuﬁ"mmuﬁwﬁ'mmnLvij’waamamﬁmﬁ Vi aR2UNY

FmnenlasunsueenaUsEIUssmealng

2
ot

aly vae. [WauszuuaSaunedaansuan niaunsatiuaulunisidaumassuuLAI9918

(Network) Wusseznan 3 U leeliswaviden fal

ave. L USLEIUNTIUNIS  A9TD...... &b i 7 e ASTUNNS aie.. T G nssums
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34.2
343
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Aindafiguddoyandn $1u 2 g wieudesrn Confieuration Ifsesdunshnuuuy
High Availability (HA)
Romediguddayadises $1uau 1 90
gUnsainszaedyumdn (Core Ethernet Switch) finnnamude 3.4.1 - 3.4.2 asfoadl
AnauTRTuRasgUnsal deil
3.4.3.1 fanwuzmsvinenlsitdesnin Layer 3
3.4.3.2gUnsalnesiimiheanudmankitesnin 16 GB wazmieausidrsesuy Flash
5o SSD luvipenin 10 GB wazdl Packet Buffer laitiaanin 40 MB
3.4.33 mm'mﬁﬂﬁxﬂuﬁ Rack
3.4.3.4 fifoadousioszuulA3otne (Port) LUy 1000 BASE-T RJ45 auto-MDI/MDI-X wasa
Jnuliitesnin 16 wesn way 10 Gb BASE SR SFP+ dnunuliitiesnd 10 wedn
3.4.3.5 5835V Port WUy SFP+ 10 Gbps ¢ lsitipenin 32 Port wagse5u Port Lwuu 40
Gbps lelideenin 6 Port
3.4.3.6 3 Power Supply $1ualiitiesndt 2 ga Tagamnsavieruwuu Redundant 16
3.4.3.7 il Switching Capacity ¥3®8 Switching Fabric geaaliitiaandt 100 Gbps waeil
A1 Forwarding Rate %138 throughput gegasiulaitiesnda 360 Mbps g Switch
3.4.3.8 @unsnvi Routing malusinmeaninsgiu IP wuu RIP, BGP uay OSPF 1o
¢ Switch L4 lallusehaias
3.4.3.9 awnsavialiniuanasgiunsdands VLAN laliddeendt 256 uazawnsa
$U MAC Address lailitiasnda 64,000 Address
3.4.3.10 @1n3nyin Multicast WUU IGMP, PIM-SM, PIM-SSM %58 PIM-DM 1diiu
agalos laed Switch Logla
3.43.11 gunsaledlasunisTuseawnnsgiu FCC, UL uaz EN Wusghelioeaunsalsosiy
NISVINTULUY High Availability (HA) 16 fnain1svin Stacking wse VPC sauluiia
ABITDITUNIIVINULUY In-service-software-upgrade (ISSU) 1130 Stateful

Switchover (SSO) titelvisyuuannsnlwuinisiseeiaue

3.5 faudeidusssanidumsiigiuimsdynnnnseieiieioanmdnuazszaesulseiu

Bandwidth (SLA) 99.90% Tunsifeuseszuuadedne (Network) iuszasian 3 U fail

3.5.1

= P - ' P ¢ 1 =
WeuleanasAsetedeassswing anmseerlul vnes wsysiu 9 du 18 e 33, 4
DUUNTEI 9 UVINEVIN LIAIEUINe ATIMNLMIUAT 1031 (U guédeyandn Zadl

Bandwidth litfaen3a 100 Mbps 97U 1 2933
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352 \Geulonsasiaietiedoassening o1nstneglutl e werTw 9 u 18 1avi 33,4
DUY WIS 9 UIIIBTIN LIATIBYINE AFamLIMILAT 1031 fU Auddoyadnses de
il Bandwidth laitfosndn 100 Mbps §1u7u 1 2995
353 Weulsnwsialetediomnssening quidoyandn fu quidayadises Sl Bandwidth
laitiound 300 Mbps $9u7u 1 2495 ‘ e -
354 eulsnsanialetiedoarssening auddoyandn fu dninnzidoustegs nsunis
Unases Yeloen wagiin ngavme adf Bandwidth laitfoendn 30 Mbps 1w 1 2933
36 foudeirusfesiuiiunisifiuamedyyinman (Fiber Optic) uazanedaudnses (Fiber Optic)
\WeuSereszvinedu 17, 4u 18 uartuldau vsemuiuae. svmameluorasnesing no
185 WSS9 1AUT33, 4 DUUNTEIIN 9 WU FIBIN LIATABTIN NTIMRIMIUAT 1031
w¥ousnsAr i dudnums Active-Active (oaiuayunsinaures vae. Ideenail
Ussdninw
3.7 2wsiefededeasvanlude 3.5 wdpssesfumyihnussuurimsauninduasssuuansaume
o1 vae. I¢f veifEudoiausariosiniiunisuiusuiloszuy aunseiwand vae, Wil
NETaNUSAUIEVURINa1a e
3.8 lunsdifl vae. fmstheaauiivanemasswing Auddayavdn fu andausovanemidug Taef
ieusieUmevninesiaietsieasegud fiutaiausasionihnmadousersasaatne
doansudnd quédeyavdn lWdaadauretaenisiuq du Tneliflelddelag fiau
3.9 lunsdlfl drdnalnmivas. fnsudsuulasaniuiidaditney Tnsaauiidedninaud
Wasuwlasdiszeznsegvineanguideyandnvesdiudeiausliiiu 50 Alawes fufeiaueas
sdiunnsinsalv viedhesasiatetiedeasfuielufiad o aomiisdnihnuiiuisuas Taglud
aldanelag Wy wnfundn 50 ﬁiammsmauaa.LfJuQ’%’Uﬁﬂ‘vauﬁw'lﬁﬁhaei'zmﬁuﬁl,ﬁﬂ%u
3.10 fiuderauaiuffuinveumsssudeuatas uadldswdug MAniulumsideusesesiaiotie
ydn wasRnmgunsaifiieatesimmelulases
3.11 dlefinsldaustaudasseenis vas. ansaufuiasu bandwidth luudazqaiieuseld
wingauiunslideunuaaiuadsld
3.12 fiudeiausazsissdnvhszuunsisasunisldeees vas. luguuuureansan (Multi Routing
Traffic Graph: MRTG) suniiiiules (Web-base Interface) iels uae. anunsansiasauldnasaiian
3.13 NaiLﬂ‘%'a‘ziwﬁamwé’ﬂﬂﬁsnauﬁwaw‘lauﬁdﬁmaamaaﬂLﬁumwuﬁaqﬂnigﬁﬂsemaﬂﬁ’ruurgm
(Ethernet Switch) w3egunsaiAunIduUNINATELY (Router) liitiaandn 2 \dunie wanyuaisuazuen
Eumsesnanniu Tngraesusnimihiildursmdnuassnisasvmiiidusesdises vheududnuae
Active-Standby Tunsdifidunavdndades dunisdrsesasdesawnsaaduiiieldidunsilnesnlusia

wazrasldnulamudnfaiiouldlasstendn
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3.14 ffiudeiaustsdesinisgunsallsigauinisismualilasinns melu Rack fivne vae. fwun

v

&4 s O a @ & | P a o a
Vﬁaﬂﬂﬁ\ﬂu Rack & ﬂﬂﬁlﬂm\‘l V]Qu‘ﬂuﬂﬁﬂvﬂ'nllquqxﬁﬂ‘ﬂaﬂllﬂa"wuﬂ n’l‘immmdﬁaakﬁUi“LWUL‘%ﬂU"S’EJEJ

Qe

fuaslaendy wazassesiethede (Label) ffuftgunsal 'Ja%‘smiamaamns 'mal,w uaza LAN au
s ude. fviun mﬁ’twau‘lumaUwuwaaﬂmunﬁumsmswsuwnm '

3.15 gudmunuszuuiaetavesfpudeiaus wefesanunsn Monitor Idaufagunsainssaeduna
(Ethernet Switch)

3.16 rgﬁwﬁ'al.auaﬁaai"mwﬁa vae. Tunsdndiuniseenuuunisionsensns Mauaunisdiiue
AVUARTIIASIATDYNE AUALATEYNY (IP Address) ivuauleuisnisinsuuugunseimey waznis
fvuadamadla (Configuration) mMsidiauregunsninseaedyana (Ethernet Switch) gUnIainszae
deyayreunan (Core Ethernet Switch) gunsalAundunIan3etie (Router) gunsaltiosiuiaiotig
(Firewall) Mifeadadlulasens uasqunsaiifinmes vae. sufninaueisnsanaclaudhegunsalinioa
18 gunsaidaiudeyn gunsalinfetheifinues vae. ileAndsfiquddoyandn quidoyadises uas
21 sENUYes vae. Iminusuiulasgrfivszdnsam Tng vae. sufinnsan

3.17 faudeiauadsifiunuliduinu was/miaufuudlunsimundmnanadia (Conf guration)
Mg Hardware uag Software MiAgadaatuinasaiesedeas way aﬂmmmwm’tu‘[mams-’l ‘vmau
Forauorinausldng 3 damrsdelnsdng (Telephone) 3lun (Remote Support) Lazn1saAnune
Sidnwsetind (Email) wievs vae. fowelnglitimlvienasnergdyailes vas. wiassaunwanienis
wilotgvnaedl

3.17.1  Uamiddguaszisaniu (ild vae. laanunsaldeuld) desdnuiiunsudlalnlaly
melulaiiiu 4 Frlusiuanilduudeann ude. Buudiimnanideviomanaduaunsil uas.
peusuldfeasiniunsuslalilinelulufiu 24 Flus

3.17.2  Ygywiddny (ssuuhnudananludesdde) destuduniseilalildnnegly 24
HilusfuanildFuudaan vas. Fuudlivmanideviomanasuaunisit vae. sousuld doe
sdunsudlalildnnely a8 Falus

3173 Tymduq desduiumsudlalildnuldnmannimely 72 Sluafuanildzuuden
UHD.

vel W 27 = ¥ o ° as < ar ' P a 2 4 o W
3.18 giudaiausfanlugliuinisunseinewaunsal wasdymimeneg fnerdemamun saufiadas

<

dnausununsigsinuld vae. Sunswaremihneu 15 wihnis uasligunsanaununsiigunseiiia

o

dryavsetdemie msuinsTuudedymmsdades uazudlunasn 24 dalusdoTu nasnaedyan ool
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3.19 fiudoiauadiosinrinsreaunismaaeuinzssuy (Penetration Test) fausgunsaitioatu
130t (Firewall) dufanisinrzidrszuuuimsduning muifduauemaninaueliud uae. iile
aramdedwinsruuaietne Taglifalddela q gy

3.20 98974 Incident Report Tetiay nendsarnmssdiunsudlundasomudeulvde 3.16 i
sesssamlymuarisnisuiluwfouenarsuuy (i) uazdaddls vas. melu 3 Suvhnis lnefiteyad
drdityaeiationdail

1) wngavenseanninund vietym (Ticket Number)
2)  Ussimveamaiiauni@ sty (Category)
3)  sgeuAUNEIARY (Priority)
4)  wanssnu (Impact)
5)  fmuamsuiletaviicaitssudaaia (Tareet Date)
6) Tnsuiluwmafiauniinialywm (Solution)
3.20.1  swodszdnisidnuaemsudaieunnduualiufiasfintdgyniluouwaauay
madenBnsuilvgniielnnnudesinuddoyalinsouldoudd
1) swauaguuRInumsliau intermet (Traffic Trend) (Snesumnidiau)
2) swnudusrasiursUasade (i)
3) i'wa'mﬁ?ﬂmim?{ﬂmnjm Policy ve4 Firewall (Change Control) (awgitiinas
Wasuwag)
4) swnuazumsgnlaud wu Attacker Victim Severity Wudu (6h8)
3.21 S18MIENBUY
3211 fiudoiauedosdwsuunumsduiunuioalulassnisnielu 15 Yuhms dudn
IINTuasuudygn
3.21.2 fiufeauedesiiiunsdwouguideyavdnuazruidayadises wiouinngunsal
mufiausliun vae. hunaigly 90 Suvhnns Hufinaniuaundye
3213 goudaiaussiosssnumsmageuszuumude 3.18 atuisiviaienasluguuuy
sianwseilind Snusgnetios 2 ga mvuantelu 90 Tuvims Tudaaniuasunudyan
3214 goudeiausfosdwauianansmsssnuuy wnunm (Diagram) guidasavdn auddeya
#1394 § Rack uazgunsaifng 9 fivhnnsiian q'ﬁamsﬁmgﬁzwmu NIMUARIMAMATA
(Configuration) adufiuiviaiananslugluuudidnnseiing egeiles 2 40 lasdeslateidu

veInvinuaznsUTEvivraTEm fmuaniglu 90 Suviims Sudaainiuasunuduan
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3.21.5 foudeiueresinauslifudmihidauassuvees vae. Swaliidesnd 2 viw Tu
nslden msuSuussrmianisuimsianis aunsairieg Mauslulasinss dsdinoazden
wéngnsfisndununasgusenivemdniusinieaniunasguiiduiioensy ToudBu
FoauaseadufFuiinveulddslunstinousuanun fmuantglu 120 Suvhms Sudasn
Tuasuudygn
3.216 foudaiausiodweunenunudes 3.19 dwuadunedou fuddusldnuauds
Tagtulngagulviiunmsiuvesssdninmnisldauaineiinouiisagiu Inedediaroidud
vaegdnviuaznIUseiuresuen
4. quanAvesdudoiaue

4.1 TAMUENTONIUNY WY

4.2 liuynnaduazane

4.3 liegszwinudniams

a.6 Liuyaradeegszuinagnasiunisudeiaua visvindwaafunihenuveigly
‘t"i‘?ﬂi'nLﬁﬂammﬂu@'ﬁlﬁmummﬁmiﬂssLﬁuwanﬁﬂﬁﬁ'ﬁmumaap"{ﬂﬁxnaumﬁmmmﬁ'auﬁ%guum‘%iwmi
n‘ssvmamﬁﬂé’aﬁmuﬂmuﬁﬂi:ﬁmﬁmmmﬂuixwLﬂ‘%ﬂﬂwaﬁaummaan‘suﬁ'mﬁnmq

[2

4.5 hiduypradegnszydelilutiyisededisny wasldudadoudelfduifanuues
mheresiglussuusSetsmsaumeavasnsuiinans fesmdedfyanaigiemuiuiudu ddanis
nssuMsRaNTs udms gismnslunsduiunulusmsvesiifiyanatuse

4.6 finuantd waehifidnunsdeshumufinusnssunisuleuenisdadedainauasnis
UIMaNanN1AsgmuAluswisagunY

4.7 Wuilfyeeariiodwliuimsidamsangn

4.8 Liduffinauseloniswiutudiutaauoneduiiduderusliun vae. u Judy
Foteue vialidugnszvinssudumsinuensudetuegnadusssulumsiauespnadsil

4.9 Liduglésuienansviomiuduiy Joraufiashivesiumalng Buudgurares
Hudeiausldfiimddliaazionans wasauduiuduiniy

4.10 fiuteiaveresamalouluszuuindodndreninsssedidnuseiing (Electronic
Government Procurement : e-GP) 49ansudnainans AafiAnznsIung U.U.g. fhuue _

4.11 fBuderaveseadugidruranisldduususiunalasvouiengnuislunts
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(1) Tunsdiffutorauaiduifyana
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() UStndin vSeuisnumwudinin Wduduumildeiusesnsannadouiifyana
wildeuSaaiaus Jydnedenssunsgiams disunamuny (i) TaddieRuselng @8 wasdad
suiedfievu (Uea.5)

(2 lunsdfgudoiauaiiuynnasssun nionnsynnaiidilsdfiyana Thduduuitng
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