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3.1.1 ﬁuﬁ’{,ﬁu'%miﬂuéﬂﬁ'mgawé’n uazquédoyadisesdmivindaaiosnouiinmed gunsal
\wSethedeans wasgunsaiduq
3.1.1.1 seudlu Co-location wa Data Center 34ld3Un1sFusoInINTY TIA-942
39 UIR55U Uptime Institute lsifoendn TIER Level 3 w3afinin

3.1.1.2  lefunssuseanuuinsgiu 15027001

e

3.1.13 flanwnvive wWweldildudrinaudesndisiiamaie R wIeswasainu
dgannlunsdeuunugsnaseiias (Business Continuity Plan) 16

3.1.2. quddeyandnresetvinsanguideyadisadlitosndt 30 na. udlaifu 80 nu. awnsn
Wunsludsla Imaﬁ::mnLtasﬁ'mlﬂa;j'i.uﬁuu'ﬁ'L?iaqqmﬁ’aLLazhjagj'[.uﬁuﬁﬁmeiammwu
U3z
3.1.3. ﬁaaag‘tuﬁ"uﬁwfiamuﬁmm%’Um{LﬁU‘%miiswﬁami%’agammL?"sgamn@'ﬁuﬁmauaﬁu
Inliitdesnin 3 578 Ussnaulufedliusnisudnqudu TRUE, CAT, TOT wie AIS (uu
3.L.4. fiudewuespriaminidsulriinduaubidesndt 16 Whideuse 1 Rack viafiemese
nsldnudsinuautfdusiagsd
3.1.4.1. fidwusznavvenusninesiveualidesndt 30 uwoud wieugunsaitearuly
n391n (Line Suppression) gunsaifanszualwiiu (Over Current) uazdaeriuluiin
9n2395 (Short Circuit Breaker) aunsalgdausanduansglwuinsgiu TIS 11-2531 auin
3x4 Sgmm. la
3.1.4.2. HF5unuUaINeN (Duplex Universal Type (LN,G)) iiazainlumsiiluse
nau Plug munslgau
3.1.4.3. 15 (Socket/Outlet) wuugiinesusa Mdeuldivnauuasvuu wiouen
A ¥ian PC/ABS ﬂawsﬁuguuméﬁ%’u
3.1.4.4. fiszuutesiulwsa (Equipped with erounding)
3.1.4.5. amnsafnnatug RACK AikAnaugiu Rack 197 lénde
3.1.4.6. Haind Un —Ua wiou IWuansanznisinnu
3.1.4.7. wanuazdnsmielaeuenildsumssusesnnsgiu wen./ASO 9001 : 2000
3.2 fiudeiavedoadiiunslifgruinisgunsal Ethernet Switch wazgunsal Router wionfinda
\islTouradynananaieTedeadunosiin wieuvuneian IP Address 33slsifosndn 8 1P
Address wiaunisdnfiuanlunisieusiessuuiaiatie (Network) Wussesiom 3 U Tned
Seasiduafil
321 Fassfiomaeslull vimnes wsrsw 9 4u 18 1avfl 33, 4 nuuwsysw 9 WIEhEINg

4

ALY NFUNNLMIUAT 10310 wazdemly vae. Idnuduwmesilald d1uiu 1 ha5)°
4

G- S
Wi 2 970 16 &/



3.2.2 fneshiguédayandn uazsarld vae. Idsndumesidald S 1 203

U

3.23 wAaz2995dvuin Internet Bandwidth neludssinea laitiaenda 200 Mbps. w3ainin

wawilvum Internet Bandwidth meuanUssmea laitfesndn 100 Mbps. vidadnin

eudatauanawiuiiumsliidhuinsgunseilfosiuniatne (Frewal) wieumsiiusmiluns

WansaszuunIevne (Network) uszeziian 3 U Inefisieazidon &

« ar - . - o EY ) v o
3.3.1 gunsallosiuaietng (Firewall) Raranguddeyandn suddoyadises uasamaineslul

¢ o < o v
NI WIFI 9 YU 18 LaUN 33, 4 AUy WIETIH 9 LU9MIEUINN LUAVUINN ﬂﬁ;@LWWﬁJWluﬂi

10310 911U 3 %A wﬁaqﬁﬂmauﬁ’ﬁ-ﬁuﬁwaaqﬂﬂmﬁ flatl

3.3.1.1 10u Firewall ¥l Stateful Inspection firewall

3.3.1.2 Throughput g wTunsviaru SSL VPN liitfeendn 900 Mbps

3.3.1.3 Throughput &w3un15¥i4u IPS Throughput laitieendn 2 Gbps laeussandamw
mMviauseslianaminiimadaldaumes Intrusion Prevention System (IPS)

3.3.1.4 fyflauwazdruaunesnuuy Copper Gigabit (10/100/1000 Base-TX) agstios 18
WOH WATWOSAWUU SFP (1G) adnatioy 4 wasm

33145 lﬁﬁﬂﬁ'ﬂﬁfﬂu’mcﬂ%’d’m (Unlimited License)

3.3.1.6 @1u1305935UN15L891u Concurrent SSL VPN Users lam¥aufulitesnda 500
Concurrent Sessions wagUszansnmlunisviraudeslianauiiolaldausuiunis
mIUAuvTeuelines Application

3.3.1.7 @w1505893UN131997U Concurrent Sessions lewsauduliidasndt 1.5 Million
WB¥EILN0E319 New Concurrent Session 161 100,000 Sessions/Sec wazuszanganly
msﬁwnuﬁaa‘lnjaﬂaqLﬁﬂtﬂﬂiﬁmuimﬁunﬁmqu‘%auaﬁma% Application

3.3.1.8 @wnsaaiensldeu VPN lawdauiuliteenia 500 Tunnels e 150 Peers
3.3.1.9 fuauiflunisnvedey warleafunisyngndne q wearilldiduseaios

SYN Flood, UDP Flood uaz ICMP Flood

- IP Address Spoof

- |P Address Sweep

- Port Scan

- DoS uag DDoS u Ping of Death Attack, Teardrop Attack, Land Attack
- TCP Fragment uaz ICMP Fragment

33.1.10 aduayunsmTaduwuy Application Layer %38 Deep Inspection Firewall
s Qs ooy 1 U f-‘J/
lonaaiu1snsnsiunisdnnis Application lalddasnin 4,000 Applications}qﬁ%‘t;j

AmansnlunsAIuAy Custom Application léfe

of
N 3 970 16 : dm/
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3.3.1.11 aduayunnsin Web Filtering %38 URL Filtering, Anti Virus wagsa45uns
WAy Sandboxing Wensivaeudesunsienuylvsld
33.1.12 @1u15avi1n1siudsu IP Address wag Service Port LUU Network Address
Translation (NAT) uag Port Address Translation (PAT) 1 Iﬂaﬁaaaﬁ’uauumsﬁ’mu
WUU Static NAT, Dynamic NAT wag Identity NAT
3.3.1.13 @unsaviheudneme Transparent Mode isldauiunietreduls Tngluides
wily IP Address w84 Network Lfu
33.1.14 @wnsnsesfunisldaumuninggiu IPSec NAT Traversal wagn1sdnswe wuy
DES, Triple- DES (168bit), AES la
3.3.1.15 @anialdeu Routing Wuu Static, Dynamic Routing WUy RIPv, RIPv2, OSPF,
OSPFv3, BGP, ISIS wagatiuayumsvinuwuy ECMP (Equal-Cost Multi-Path)
3.3.1.16 @1u1505835UN19L497U High Available (HA) wuu Active/Passive 3
Active/Standby
33.1.17 @wisaiusisasideauasasivaaunisldaru (Logging/Monitoring) Tne s
Syslog, SNMP uagds E-mail a9
3.3.1.18 @1w13a9an15 Configure gUnsal Taald CLI, SSH (v2) uaz WEB based
Management ﬁgmw HTTPS
33.1.19 a@wnsadsuuvasudlanisdivundinianaina Configuration Lazn13
Upgrade Software ae3sn1s TFTP wag WEB GUI lai
3.3.1.20 @1u190A39d@8UANNUL Link Failure Wag Device Failure 1@ waziin1svinanu
LUy Stateful failover ‘Vlza session U84 firewall waz VPN
33.1.21 fimaruaiunsalunisyin Traffic management tHodan15 Bandwidth laud
Maximum Bandwidth, Guaranteed Bandwidth 138 Rate-limit ¢
3.3.1.22 gunsalfesdinasnd miu Management wuu 1G (RJ45), Serial Port wuu RJA5
uaziiwesn USB liteunin 1 wesn
33.1.23 gunsaidesanunsouinisdnnislaaingudnans (Centralized Management)
Tngaunsaiiausluguuuu Appliance %38 Virtual Tag Centralized Management fas
#10130UTMIIANTT Firewall Clustering u,azﬁr-muﬁwmm’lumsﬁw\uﬁi@ﬁiﬁ e

- Role-based Access Control o

- Network Discovery QT G’

- Forensics ggy/

- Network Map (IP, User Discovery)

i 4 90 16
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- Policy Compare @w5u DNS, File ua SSL Policies
- Audit Log
- Workflow
- REST API
- Reporting
3.3.1.24 gunIaiaunsavih Policy w58 Access Control 910 Geo location I
33.1.25 gunsaladuayunsyiauiuy Proxy Traffic Filter wag SSL Decryption
33.1.26 s835Ulun13m59393U Malware Tnesa35Un15% Malware Tracking, Malware
blocking uag Analysis @
33.2 gunsniffestuiaetine (Firewall) Annafiguddoyandn Sawau 1 Y0 Yzrosinpandn
Fusussgunsaliel]
3324 L'fluqﬂﬂimr Firewall 1A Next Generation Firewall wuu Appliance
3.3.2.2 gunsn] Firewall §wiuliouse Server asdasil Port 1euse 10 GBps (Huaea
1By 2 Port
3.3.2.3 § Firewall Throughput liitfesnin 20 Gbps
3.3.2.4 fieadouresruuiAietis (Network Interface) WUy 10/100/1000 Base-T e
fndr Saulidviosndn 6 deq uasiivoadeudeszuuiAiatiowuy GE wiin SFP Sruauly
Uaunin 10 vea
3.3.2.58ssuunTvanuuazdeatiunisyngnsuuvusngy egetios fsil Syn Flood, UDP
Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS uguld
3.3.2.6 @1u130%1n15A11UA IP Address Lag Service Port LUy Network Address
Translation (NAT) wag Forward multiple services @
3.3.2.7 anansavinaudneme Transparent Mode wa¥ Discover Mode ¢t
3.3.2.8 @130 Routing WUU Static, Dynamic Routing e
3.3.2.9 5893 Power Supply wuu Redundant %38 Hot Swap 311w 2 wihgldluauan
3.3.2.10 @W15aUsMSIANTEUNTAINTULNAIFIU HTTPS %38 SSH ’Leﬁ'u‘Juaﬂq&‘%.{ '
33.2.11 awnsaiunagdseasdenuaznsinaaunisida '
Logging/Monitoring/Reporting) 16
33.2.12 annsaldnumunnsgu 1Pve 16
3.3.2.13 1 IPS Throughput Litiaanin 4.2 Gbps
3.3.2.14¢ i Antivirus Throughput (proxy) laitfeandn 2.8 Gbps

wﬁ'l 5970 16
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33215

3.3.2.16

3.3.2.17
3.3.2.18

33.2.19

33.2.20

3.3.2.21

3.3.2.22

3.3.2.23

33.2.24

3.3.2.25

33226

3.3.2.27

3.5.2.28
3.3.2.29

anusaduiuumadeusiawdauiu (Concurrent connections) liffasn
8,200,000 Connections waganunsniudiuaunisideusslv (New
connection/sec) l1itipen1 140,000 connection/sec

i Storage Tumsiiududindieyaiuu Solid State (SSD) vunelalifosnin 120 GB
Fou L wmhe ‘
ansnsaviwhilidu DNS server ua DHCP server Idludgunsal
1501357299V uazdesfunsidonssvensasmeniimeslusiatie
29nlUfs Command and Control Server l¢f
annsaenuaumsiildoudlledn Category I Tnefigudoya URL Filter
database liitfoenin 92 catecories

aunsavhmseuguuewndledy Wetlastumsldausewndiady Tnedl
srudeyalidesndn 3,000 wowndiady

A150ATIVU Virus, Malware, Trojan uag Spyware vuluslapea HTTP/S
uag FTP 1a

#70130m5333U Spam mail was Malware vuluslaaaa SMTP 1
#@115005999U E-mail lavulusinaea SMTP, POP3 was IMAP 14
@30 users 19 E-mail ﬁqnﬁﬂ‘ummmm (Self-Serve Quarantined)

1§ vieausaiauegUnsalneuenls

annsaudingvia E-mail ie¥nuwnaruduves E-mail meenld vizaausaiaue
gunIaineuanla

anunsadaaiumslaud Web Server (Web Application Firewall) Tnganuisn
yawluuuu Reverse Proxy ttetlasfunislaufviin URL hardening engine
with deep-linking, directory traversal prevention, Form hardening engine,
SQL injection protection, Cross-site scripting protection, Dual-antivirus
engines, HTTPS (SSL) encryption offloading, Cookie signing with digital
signatures, Path-based routing, Reverse authentication (offloading) was
Wildcard support for server paths ¢l viaanunsaausgUnsaineuanls

3895UN9%1 Cloud Sandbox watasiudunnenu 919 Ransomware uag

Unseen malware exploit Iaasas3ulnduszinn exe, PDF, doc, docx, docm,

rtf, ZIP, BZIP, GZIP, RAR, TAR uay 7Z leiluaeravion
#@1130vin VPN wuu Site-to-Site VPN wiin IPSec Ididuatstioy
#1113 VPN WU Remote Access viln IPSec, L2TP uag SSL ‘l«'[:?m%ﬂ/
DYDY .

#®U1 6 97N 16 g{)r‘%
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3.4 doudeeuerosiiiunislfigudnseunsainssanedunnaman (Core Ethernet Switch uagia

3.3.2.30

553231

3.3.2.32

33.2.33
3.3.2.34

3.3.2.35

3.3.2.36

3.3.2.37

3.3.2.38

31.5.2.39

#1309 Clientless VPN uuy HTMLS ieldam ROP, SSH, Telnet uay VNG
Ielnglsisasfings Agent

gansavimsBudusn (Authentication) Sy Active Directory,
eDirectory, RADIUS, LDAP uag TACACS+ laidusgraies

@1u150%1 WAN link balancing «iia mﬁltiple Internet cbnnections, auto-link
health check, automatic failover, automatic and weighted balancing uag
granular multipath rules gt

5993UNSM1 Clustering WUU Active-Active %38 Active-Passive 1§
aunseasnswnuldnelugunsellasdl On-box reports wazatas custom
report 1@ 819 Applications, Network and Threats, VPN, Email uag
Compliance (HIPAA, GLBA, SOX, FISMA, PCI, NERC CIP v3, CIPA) sy
agtioy WioawnsaauegUnsninuuenlunsaiameauld
AUNINATNTIVULUU Scheduling I8 Inaunse export Wulvawiia HTML,
PDF uaz Excel (XLS) Isilunsnatioy
annInuIMsIRNTaYnsalluuAugnans (Central Management) Fuyg
Cloud Firewall Manager lnaaunse Backup Configuration wuu Schedule
waganunsngIeeuu Cloud lelsidesndd 7 Yu
@NUNSOMNUATNTUINIIRNTS (Role-based administration)
liFun1sfusesumsgrunnulasnste (Certification) wiln CB, CE, UL, FCC
Class A, CCC, VCCl waz lmduattay
Jeasadldumsussielidusaunusminoandheesedndus wesumu

ImeflasunsuRlssIUsEmA e

2
s

Aty vae. ldnussuuaSediedeaisudn wdounisaniuaulunisideusessuuiaiayiy

(Network) \Wuszezan 3 U laefisieazidon sail

3.4.1

3.4.2
343

Annsiguddayandn d1udu 2 ga wieudesdn Configuration THsasdunisirauuuy
High Availability (HA)

o =i

Andsfirudvayadises $1unu 1 yn

gunsainszaedyaumdn (Core Ethernet Switch) IRndanude 3.4.1 - 3.4.2f~ 4]
2 L

AnAUURTUAwBIgUN Il Aall

3.4.3.1 Tdnwausnsvinaulaidesnin Layer 3

G- G
5’%;«'

W1 7 370 16
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3.4.3.2 gunsairesiivheaudvdnlidesndt 16 GB uasnieausid1seiuu Flash
wse SSD Litieenda 10 GB uasil Packet Buffer laitioenda 40 MB
3.4.33 snsofnndlug Rack
3.4.3.4 fiveadiausiassuuiaiadie (Port) Wuu 1000 BASE-T RJ45 auto-MDI/MDI-X wasn
d1uauliitipendt 16 wesn uaz 10 Gb BASE SR SFP+ sruauliitiesnin 10 wesa
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