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1. waRakazana UL

Tnelud 2562 V3o vsmsauning surmsdaanuwisUsanelne $1in (uae.) unuemily
nsdavinuruiunsiauissuuinaluladasaumd esosuszuuaulugsAsusmsaunsndli
aavauasmeuleue Digital Transformation 4.0 184NIENTUMIASY BananlenunuditunmsimuisEuy
waluladarsaumatoduunuinimiiddylunisfmusfienisnisduiugsialiaenndssniu
unuiRAIVaReLATYsRvLAL AL eVSEEnIA 4 mMsUFuasunmessgnadiuigunanae Tneyady

<

WiAamsldinalulad@dvalunisuiudsaussandnmnisudmsianisvesmienusy Fuwudmunis
anszuuimaluladansaunadodiauaenndoadenlosfuiisssuumavhauasssuudoyransauie
iWensumsdanis msufufeu waznistdusnisduluegiiussansnmuasyssansua Ussnauiu
uiens Sebiifiguideyasruumaluladansaumeadiinauilduasgrumudesmunes surrisusa
Uszwrlng (5Un) lumsujifiem mnfiinganiduniemnfoRvfifintu szdawalinisujifauees
Wit vae. ngavsinas FsnsuflalunisgAuszuvansauna uazdeunauszuuiieliansa
UATANSA aglianunsadssnanmswademelavsaudlvdeuuavarldinauiu Jaldduiunisfne
madenlunseanuuy FannuasAssguddeyassuumaluladarsaumna Wourduiunsatuayy
AanTsuuagINssuNsAIiumMIvasuTing lasannnisiansaimaden defidelde ssesnauasiunu
Tasams saudsmnadsdunsdiulasams Samudue aunsoussauanudidalussesnmsudy
2. Tnguszseen
2.1 viedamguédoyaiifumsgiu faumieuldnusgisdeiios suufidammunasndt
ffuaa
2.2 diedamauddoyasesiunsvhaussuuamudmsauning uarsasTusTUUMivaYUNIS
U uRanuvemingu vae.
2.3 w“u'aLﬁ'uﬁ'ﬂamw'lu%’ﬂmsG'ﬁumﬂIuIaﬁﬁ'liaumﬁ‘lﬁmmmﬂauaumﬂﬂuﬁmmsmnqiﬁa
MumMsuIMsuLes vae. Wianunsaudefufiuguslsd
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uaznnguen vae. Wnegnilinuadesnmuaziivszansnm
3. YAIDYARMANYMIZIANTZ
3.1 fiudeiuafesiiiumsinniouiiuiiquidoyaiiniou sessumsindsgunsalfomunadii
Tulasesmsliidnuinmsaudteyandndiuiu 1 § Rack uazaudnsuiimesdisessiuiu 1 § Rack wasdios
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] o

& Ho v oa v o 2 v o 5 = a < «
3.1.1. WuiilWuinsquddeyanin wazquidoyadisasdmiuinnunsosnauiinnes gunsal

\w3eYnedeEs wazgunsnldue

31.11 @vau Co-location W38 Data Center ioanuuuanaiuIAsgIu TA-942 n3a

WAsU Uptime Institute laitfaenda TIER Level 3 wSatfigulii

3.1.1.2 isunissusesmuanasgu 15027001

s

=i o o o v o o ar a 2 a a va o o
3.1.1.3  dgnIunvIneu LWE]I‘ULUU?{’]W’N'IU‘U'JF]S’]’JL&J@LﬂGIL‘Wv]ﬂEl‘W‘U ¥I991UEAIU
& A vl . I w
asmrﬂ,‘um5mauttwu§sn%matuaa (Business Continuity Plan) 1@

3.1.2. guédeyandnresegiinsnguideyadisetlitesnda 30 nu. uslliitiu 80 nu. awnsa
Wunaludisle ImaazmnLLazﬁaa'LﬁaQIuﬁuﬁtﬁaqunﬁaua:lﬁaéiuﬁuﬁﬁawiams‘qwu
Useiing
3.1.3. fesegluiiuiiteannsasesiumsliusmsssuudoastoyanmuigenndiudaiauesy
lalidesnd 3 e Usznauludedliunmsudnguiu TRUE, CAT, TOT w3a AIS (Wufiu
3.1.4. fiudeiauesodavidideulnisiuanlitosndn 16 Wideuse 1 Rack vievimarie
nsldnudfinaueauitusg
3.1.4.1. fidwusznavvasuinnesivawalitesnda 30 weud nieugunsaidesiuly
n3£¥1n (Line Suppression) gunsaisinnszualviiiu (Over Current) wagdaaruluin
am993 (Short Circuit Breaker) a1uisaldaiusiuivanglvuinsgiu TIS 11-2531 vuia
3x4 Sgmm. a
3.1.4.2. fi5uuuuaiue (Duplex Universal Type (LN,G)) titaazainlunisinluse
nau Plug munisldau
3.1.4.3. W3 (Socket/Outlet) wuuginesuea Adeuldfmnauuazumuy niouw
1t ¥ian PC/ABS fllavstuyuuuidingu
3.1.4.4. diszuutieafiulni (Equipped with grounding)
3.1.4.5. annsaAncafug RACK findnmugiu Rack 197 ldnndve
3.1.4.6. fiaing Un —Un wiou IWuansaniznisineu
3.1.4.7. wdauazdnsmielasuTenilasunssuseanmnsgiu won./ASO 9001 : 2000
doudeiauaesduiiunislilgiuinisgunsal Ethemet Switch uazgunsal Router niaufinds
[Waldouredyannsniaietedessduneiiin wienmneas IP Address 35¢litiosnda 8 1P
Address wiaun1satiusulunisideudessuuiaiadne (Network) Wussezioan 3 U Taodl
MeazBend
321 Faderienmsimeslul nmined wersw 9 4 18 \aui 33, 4 DUUNTETIW 9 UIIIEUIN

WABYIN NFUNNLVILAT 10310 wavsiemly vae. Tdnudunesidald Sruau 1 293

o o P
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3.22 Aadaiiguidoyavin uadarils uae. Wouumesuialg $1u 1 2009
3.23 wiaz2995iivunn Internet Bandwidth neludszina laidfesnda 200 Mbps. wiafinda
wazslvwn Internet Bandwidth nawenuszwe laitfagndn 100 Mbps. wiadnin
33 fouteraussowiiiunsiinmnsnsgunsaiissiuedetne (Firewal) wiounssuiuemiluns
\GiousiasyuuLasatie (Network) Wuszszinan 3 T Tnsfiseanion del
3.3.1 gunsalilesiuniedng (Firewal) fndefiquédeyandn quddoyadses uavermsineslu
VMBS WsEsW 9 U 18 1avT 33, 4 o WSETW 9 UIIETIN LWATIETIN NFUMNUNIUAT
10310 $1u7u 3 9n wfedinuantiduiosgunsal il
3.3.1.1 1Ju Firewall ¥iin Stateful Inspection firewall
3.3.1.2 Throughput dm3un1svinau SSL VPN litfssnin 900 Mbps
3.3.1.3 Throughput §w3un5¥137u IPS Throughput laitieanin 2 Gbps lneusednsaw
msvhauredlianaamininisUaldaruves Intrusion Prevention System (IPS)
3.3.1.4 fvtiauazdniunesnuuy Copper Gigabit (10/100/1000 Base-TX) agnatioy 18
O WarWasALUU SFP (1G) od1atiew 4 wash
3.3.1.5 hidindrurudldan (Unlimited License)
3.3.1.6 @1u1303895Un131997U Concurrent SSL VPN Users laweumulaiteandn 500
Concurrent Sessions wazUsgansnmlunisiraudeslidananiiolaldemsiaiunig
AIUANVIBNBTiMes Application
3.3.1.7 @W1305893UN151991U Concurrent Sessions laniaufulaivasnia 1.5 Million
UazamNsnade New Concurrent Session ¢t 100,000 Sessions/Sec uaguseansninlu
ms'v'hmusa'faalliaﬂam.i"jaLTJﬂT«E'fmm'mﬁ'Umsmurﬂ:m?auaﬁmaé Application
3.3.1.8 @unsnasenslgeu VPN lawdouduliddesndt 500 Tunnels w3a 150 Peers
3.3.1.9 flquantAlunsanaaey uastlasiunsyngnane q wanildduetaios
SYN Flood, UDP Flood wag ICMP Flood

- IP Address Spoof

- |IP Address Sweep

- Port Scan

- DoS wag DDoS iy Ping of Death Attack, Teardrop Attack, Land Attack

- TCP Fragment wa¥ ICMP Fragment

W1 3 970 16
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3.3.1.10 aduayun1insaaduwuy Application Layer %38 Deep Inspection Firewall
lagauisasesfunisinnis Application lalaidoandn 4,000 Applications uazd
ANUENSaluMIAIUAN Custom Application léfe )
3.3.1.11 advuayuni13vi1 Web Filtering %38 URL Filtering, Anti Virus 4agse45unns
¥91usmiu Sandbosing ieasavdeuitsunseuuuinild

33.1.12 @1u15aviin15iUAgy IP Address was Service Port wuu Network Address
Translation (NAT) uag Port Address Translation (PAT) lé laadasatuayuni1svinau
WUU Static NAT waz/v38 Dynamic NAT uag/#se Identity NAT

3.3.1.13 @nnsavhanudnune Transparent Mode ieldnufuiedetiawald Toslides
wile IP Address 989 Network #u

33.1.14 @n9039s3umslgunuuInsg Iy IPSec NAT Traversal wagnisdnsda wuu
DES waw/v38 Triple- DES (168bit) uaz/vi3a AES ¢

3.3.1.15 @nnsaldeu Routing Uy Static, Dynamic Routing Wuu RIPvI, RIPv2, OSPF,
OSPFv3, BGP, ISIS uagatiuayun1siuwuy ECMP (Equal-Cost Multi-Path)

3.3.1.16 @1u1509995UN1519¥91u High Available (HA) wuu Active/Passive n38
Active/Standby

33.1.17 @wnsafiusigasideauaznsiaaeunislyeiu (Loeging/Monitoring) Tae3d
Syslog, SNMP uazds E-mail uds

3.3.1.18 @1u1sadan1s Configure gunsal Taeld CLI, SSH (v2) wag WEB based
Management ﬁg\‘ll.mu HTTPS

33.1.19 awrsawdsustailonisiimuadimiunaia Configuration Wagn1s
Upgrade Software mei5ms TFTP wag WEB GUI la

3.3.1.20 @U150ATIR@DUANIUE Link Failure way Device Failure 16 waglin1svinanu
LWUU Stateful failover ¥ session U84 firewall wag VPN

33.1.21 fiauaiunsalunisvin Traffic management tfiedanas Bandwidth léun
Maximum Bandwidth, Guaranteed Bandwidth %3a Rate-limit &

3.3.1.22 guninifaslinesndmiu Management LUy 1G (Rj45), Serial Port wuy RJ45
uazdinedn USB Lidesnin 1 wesa

3.3.1.23 gunsaidasansauinisdanisldainaudnana (Centralized Management)
lnvaunsadnaueluguuuy Appliance w3e Virtual Ing Centralized Management #a4

AUNAUSVNSIANTT Firewall Clustering waziinuannsalunisyinaussselul

r

P - o —L
ade Sl UsE5UNIIUNTT awa....% ............... nssuNs  aade.. 2T assuns
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- Role-based Access Control

- Network Discovery

- Forensics

- Network Map (IP, User Discovery)

- Policy Corhpare dm3U DNS, File uaz SSL Policies %58 Policy Package
Diff

- Audit Log

- Workflow

- REST API

- Reporting

3.3.1.24 gunsnlanunsavia Policy ¥3e Access Control 910 Geo location If

33.1.25 gunsaiaduayunsvinuLuy Proxy Traffic Filter uaz SSL Decryption

3.3.1.26 5895Ulun19m3293U Malware lagsa35un1svin Malware Tracking , Malware

blocking waz Analysis

gunsaitesnupIadne (Firewall) ﬁmﬁaﬁﬂuéﬁagawé’n U 1 Yn IzaoslinuanUR

Furwesgunsninsil

3321 L'fluqﬂn'mi Firewall ¥lla Next Generation Firewall wuu Appliance

3.3.2.2 gunsal Firewall dwm3uldousie Server agdasil Port \auste 10 GBps \usta

oy 2 Port

3.3.2.3 1l Firewall Throughput liitfesnin 20 Gbps

3.3.2.4 Iveufeusosruuiadatie (Network Interface) wuy 10/100/1000 Base-T w3e

and1 Swauliitiesndn 6 ves uasliveudeureszuuiAsetiowuy GE wia SFP suauly

HUasni 10 Ye9

3.3.2.58sguunaasuuasiesiunisunsnguuuusngg egntisy #sfl Syn Flood, UDP

Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS (Wusuld

3.3.2.6 @11190%11015A1% UM IP Address Wag Service Port WUy Network Address

Translation (NAT) wag Forward multiple services &

3.3.2.7 annsavinudneue Transparent Mode waz Discover Mode ¢t

3.3.2.8 @11130 Routing WUU Static, Dynamic Routing &

3.3.2.9 5833U Power Supply WUy Redundant %38 Hot Swap 31uu 2 wigldlusuies

3.3.2.10 @w1sauimsInmsgunIaiiuLInggIu HTTPS wia SSH latduednaias

o4 2 e B
............ Useaunssunig ﬂﬁ?ﬁi]......G.g.‘y................ﬂ‘i'illﬂ'li EN“UE).....ﬁ....:ﬁfﬂ........ﬂﬁuﬂﬁ
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33.2.11 awnsaiiunazdsseazidonuasnsivasunisidaiu
Logging/Monitoring/Reporting) 161

3.3.2.12 mmm’tﬁmumﬂmmgwu IPv6 1o

33.2.13 i IPS T_hroughput Taitfesndn 4.2 Gbps

3.3.2.14 & Antivirus Throughput (proxy) laitfesndn 2.8 Gbps

33215 aunsoiusaunsifiousiendauiiu (Concurrent connections) litfoandn
8,200,000 Connections Wagaunsaiusiuaunisifeuselval (New
connection/sec) lutiaanin 140,000 connection/sec

33.2.16 1 Storage Tuntsiiudufindeyauuu Solid State (SSD) aumlidfasnin 120 GB
MU 1 Wie

3.3.2.17 anunsaviwiiidiu ONS server wag DHCP server lélusgunsal

33.2.18 annsnnisesadu uastestunsifeudeveuaiosnariunesluniote
98nlufs Command and Control Server léi

33.2.19 awnsamugumadildauivleinu Category I Tnefigrudoya URL Filter
database litiaenin 92 categories

3.3.220 @nnsavhnsmuauuennaiedy wetlesfunisldsunenndindy lned
sdeyabiviesndn 3,000 wewndiadu

3.3.221 @13095293U Virus, Malware, Trojan waz Spyware uuluslamea HTTP/S
waz FTP la

3.3.2.22 @N3005293U Spam mail uag Malware vuluslamnea SMTP 1

3.3.2.23 aunsansadu E-mail leauuluslanaa SMTP, POP3 uag IMAP ¢

3.3.2.24 @nnsalvi users 11049 E-mail ﬁgﬂﬁ'ﬂ’ﬂaammm (Self-Serve Quarantined)
ol viseamnsniauegunsainieuenla

33225 awnsadisia E-mail iieinunanuduees E-mail 2neenld Wisaunsawue
gunsainieusnlel

3.3.2.26 awnsnUaanunislaui Web Server (Web Application Firewall) laganunsa
vianululuy Reverse Proxy tietiesiunislaufiviia URL hardening engine
with deep-linking, directory traversal prevention, Form hardening engine,
soL injection protection, Cross-site scripting protection, Dual-antivirus
engines, HTTPS (SSL) encryption offloading, Cookie signing with digital
signatures, Path-based routing, Reverse authentication (offloading) Wag

},ﬂnf Wildcard support for server paths ¢l viaanaunsaiausgunsainisusnle

aste. M Usesunssunis  asde... S0 0 s ASTUANS  asde... O Assumg
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3.3.2.27

o
3.3.2.29

3.3.2.30

3.3.231

3.3.2.32

33.2.33
3.3.2.34

3:3.255

3.3.2.36

3.3.2.37

3.3.2.38

323239

3845UN15%" Cloud Sandbox tﬁa{]aaﬁ’uﬁ’ﬂﬂnmu 9171 Ransomware LA
Unseen malware exploit Inesaasulnduszian exe, PDF, doc, docx, docm,
rtf, ZIP, BZIP, GZIP, RAR, TAR wag 77 Imiuedios

ANV VPN LWUU Site-to-Site VPN wiin 1PSec” Iailusgnsiios

#11150%1 VPN WU Remote Access ¥iia IPSec, L2TP uag SSL @y
agnatiae

anmnsavi Clientless VPN wuu HTMLS iialdanu RDP, SSH, Telnet was VNC
¢lnelidesfinds Acent

annsavinnnsaudiusianu (Authentication) $2uffU Active Directory,
eDirectory, RADIUS, LDAP ag TACACS+ lailuagiiay

@13150%1 WAN Llink balancing %1ia multiple Internet connections, auto-link
health check, automatic failover, automatic and weighted balancing way
granular multipath rules 1@

7993UMIYN Clustering WUV Active-Active 38 Active-Passive 16
ansaainnenulanelugunsallasii On-box reports wagamnsa custom
report 1§ 919 Applications, Network and Threats, VPN, Email uag
Compliance (HIPAA, GLBA, SOX, FISMA, PCI, NERC CIP v3, CIPA) iy
agWtley MieaansaiauegUnsainuusnlunmsasieseauls

AU308319T UMV Scheduling Ie Tasaunsa export [Wulndelia HTML,
PDF uag Excel (XLS) loidusestioe
mmmu?m'sﬁ'ﬂn’tiﬂﬂﬂ'stﬁl.muﬁuéﬂma (Central Management) H1UNNS
Cloud Firewall Manager lae@n31130 Backup Configuration wuu Schedule
wazau1sanTIeNuUY Cloud laliiveends 7 fu
ANUNTAMUAANTUIUITIANTS (Role-based administration) 161
InFunssuseanmsgiuaulasnsds (Certification) wiin CB, CE, UL, FCC
Class A, CCC, VCCl uaz Tniuagnaios
fauesesldtumsussdaliidusundmennidrvesmdnsus wiedaun

muenlasunIsueanaUseIUsEmelne

= o - L] = o g . 5
34 Q’au%’aLauaﬁadmmumﬂwW’m'ﬁm'iqﬂﬂsrﬂﬂ'ﬁzmaamuiyﬂmwan (Core Ethernet Switch uagns

Al ude. Idaussuuriatnedaansudn wisuniseduanulunisi@ousassuuiasetie

(Network) Wuszezinan 3 U leefiseazidon fail

asve. L UseaIunIsuns  adve... . é ... / ................ NITUMT 8% T o A37UNNT
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341 Andeniguddeyandn s 2 10 wisurasAn Configuration Tsaafumaimunuy
High Availability (HA)
342 Panediguideyadises s1uau 1 U
343 quﬁsﬁin%;.mﬂﬁ’ngzgmwé’n (Core Ethernet Switch) Tianaemude 3.4.1 - 3.42 ashpad
AnaLRtuRwesgUnsel il
3.4.3.1 fanwuzmsvinaulddesnin Layer 3
3.4.3 2gUnsalselimieanudmdnlidosndy 16 GB uasmbeaudidgrseauu Flash
w30 SSD luieania 10 GB uawll Packet Buffer laitfesnin 40 M8
3.4.3.3 aunsafanalug Rack
3.4.3.4 fifeadousioszuulaotng (Port) wuy 1000 BASE-T RJ4S auto-MDI/MDI-X wash
Tauliivdeenin 16 wesa waz 10 Gb BASE SR SFP+ shuaulitiesnd 10 wain
3.4.3.5 935U Port WUy SFP+ 10 Gbps 1@ laitiaendn 32 Port uagsasdu Port wuu 40
Gbps lalsitieenin 6 Port
3.4.3.6 il Power Supply 3muauliitiesnii 2 ga Tnsanuisevieuwuy Redundant 167
3.4.3.7 31 Switching Capacity w38 Switching Fabric gegalitioandn 100 Gbps wagil
fin Forwarding Rate %38 throughput geaasaulitiaandt 360 Mbps fa Switch
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