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YBULYAVDINU (Term Of Reference: TOR)
9MNIUINIsYARANIEURN (Outsource) UINITIANTT
NAFBUNITLINZTLUUUDY UTEN USUISEUNTNY SUIATTaaatNwisUsemdlneg I1in
1. a7y

masEmAsuIAsiaUsEmelng (sUn.) 7 ane. 5/2566 (383 ndninasinisiiuguanIny
dussumaluladansauwmel (information Technology Risk) 28saniumsiy wazan1iunisiiuanis
A1 AualAlinisuInisdanisteelniuasn1snaasulanessuy (Vulnerability Management and
Penetration Testing) latg{iizavgidainududase asauaquszuuuLazszuLAToBfiingg
\Wourafuiafetedeansatsismy (Intemet Facing) adianestrfasday 1 ada wauiilainis
Wayuwasegaiidedify wu nsdffinsdsuwuamesszuy amnudss visuinsguainadiu
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(1) §3An131A39N73 (Security Management Level) 31uau 1 au Jaduntnauusedn
vosFuirwandufidnuiiRnueidumsdrenda WnsAnuliFnIseRuUSees iussaunised
fumutiunasadeasauna wisfummniiuncasafomslewed Wussssnatitesndt 5 @)
U wazlafuluuszmalietnsiusosnandinimsgiu (Certificate) funnuiunsasndenisnouiinmes
ogatioy 1 Tensieluil

-CISSP (Certified Information Systems Security Professional) %13 8 CISM (Certified Information
Security Manager) %38 CISA (Certified Information System Auditor)

Tnemnldsulssnmailedasiwaluimuduerldsunsiansanduiiens

- CompTIA Security+ %38 CEH (Certified Ethical Hacker) W38 GPEN (GIAC Penetration Tester)
W38 OSCP (Offensive Security Certified Professional), GWAPT (GIAC Web Application Penetration Tester)
%38 GXPN (GIAC Exploit Researcher and Advanced Penetration Tester)

(2) \TermeyiumMsNAdBULNESEUY (Penetration Tester Level) $uausehaias 2 au
1@msAnuliiindssduliygas Sussaunsaluauiunase fuarsaumamduszezinan
Lidesndn 3 (@) U uazldfuluvszmadetnsusosnmudiuinsgiu (Certificate) fuarusiuna
Usendevnsrauiames sgties 1 enmsananitulaaadunidasolud

(n) Ussmatednsmsiusesainaadiu Council for Registered Ethical Security Testers
(CREST) \u CREST Registered Penetration Tester, CREST Certified Web Application Tester, CREST Certified
Infrastructure Tester Wudiu

(1) Usgmmilednsnmssusasnnaniu Offensive Security 1t OSCP, OSWP, OSCE, OSEE
win OSWE 1Jusiu

(A) UsgmatleUnsnssusasainandy Global Information Assurance Certification (GIAC)
\u GCIH, GMOB, GPEN, GXPN, GAWN 30 GWAPT 1iusiu
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R3UT99eABR L TUNINARBUNIIIESEUY (Penetration Testing) aznTI9Ussiiutes
73 (Vulnerability Assessment) L'ﬁamqﬂa’a‘uiz‘uumﬂTuIaﬁmiaumﬂmm vde. naanulvmuuzily
nMsUsudessuunIinwIAulandesvesssuuaTetie wavsvuuwmaluladatsaumanes vas. lag
WwheInsaUAgUUBUIAN ST fai

4.1 gSudneienimisdne wazianuidilalassadralunmsinvesssuvaiusing q
939089 [T Infrastructure s¥UY Network ssuugiudoya uazszuuauang q lnglaniessuuusms
dunind (OMS) FailarnusiunatUasafeveassuuistestunsmaasunsiniessuumalulad
ANTAUWA UAD. WagdRukun1IANTUIULATINTG (Project Plan) Usenaumassieaziduanisidn
Ay yaans indedleild medailflunisiangssuy nufimsdsuliunanssnuiionaindy
sviidunuluegiades wausly vas. Wiuveunau nelu 30 (@udv) Su tudnantuaaiuly
dya IneRvaudaguszanuauges vde. 'lﬁmwvlnﬂ%v'driaurﬁﬁﬁﬂLﬁunﬁmwﬁwasjwﬁau 3 (@) Juvi
s wazazAndunslindamniildsuamudiuseuan vas. nou

4.2 antun1insrausuduteadnd (Vulnerability Assessment) LAagNAZaUNTI5LAZTEUY
(Penetration Testing) 91niATa 1818y (internal) luguuuy Black-Box Feffudreazisdrana iy
qynynviewdnaulasiiveuiwnn1smaasussuy Infrastructure Wuduauegrees 80 (wusdu)
ey loft (P Address)

4.3 Windows Application: 55 UUUINISAUNTNE (DMS) Desktop Application ¥a4uda.
Antun1snTIUsEIud0alnT (Vulnerability Assessment) Wagnnasunisianzseuy (Penetration
Testing) :nnLATaY 18N el (Internal) luguiuu Grey-Box (1dan 1 Module ndn)

(1) lunsveseuvne uae. asmdendeyaiiu User Manual vessyuuiiyidisansnnadey

(2) lumanedaune vae. wIey Credential (Usemame/Password) 189dvs User vy
way Admin Y8953 UU

(3) Anfiun1snsrausuifiutealng (Vulnerability Assessment) fiszuuusmsauning
(DMS) Desktop application Server dsfayaluiivatenisluiladsniaes (Server) Tnuasaunquiliieaiy
ssuumsldau 1 Tu Module msldaumdniienaasu

(8) suilunsnyavasu APl 11 Application Aifinaslausaufy Oracle Database Tusgwing
NSVAABUIIIE LU

P A1

|
as

(5) TumsnaasuszuuuInsAuning (DMS) Desktop Application a81etiay 5 Harddy
AT uae. Avun
4.4 n3¥UIUNTS Red Teaming Bypass EDR
Fivdndeshmmegeuizsruulaeiugumeiaineisainauiiinisings Endpoint
v38 Product afiouiATasmtinguasues vae. Wiunns Remote Desktop teaneelunisauides
N1315294U Y83 AV/EDR vaueiomiinauaiiou Insider Threat Ingvauvanisvaaeuizaseunqu lu
wile 4.2
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4.5 A3EUUNIT Phishing Email Simulation

(1) Sl ivses a vae. ddnenilvg Wetussteaaunuvieteasdelunis
anfunmInaaaussnuuukasinyidanisnaasununsznindiuauiunslaeadelsiuaduas
asaunAfIsdiuanasnas (Phishing Email) 112w 1 A% 1 Lilaymnismeasy (Scenario) 518 ads
Meumantsmaaeuluusaziion uasanduifivures uae. ntomlnsfmitasiualussing
NSNAdBY

(2) mssenuuuiammisvaaey (Scenario) fadiivna vas. enldResandewiimsmagey

(3) ausu Cybersecurity Awareness Training 31ANavA@OU Phishing Email Simulation
Tngthuidsyszanduiug wu pduTile Taeldussneunmsaienunseminduausunasn e
m'iaumﬂvﬁaﬁwummﬁ'umﬂaaﬂﬁalmua%mug’ﬁ’u Tnofunsihiauefianiuiives vae. Wuiwina
YB3 UAD.

4.6 ToRMUALUNINAFBUNISIANESEUL

(1) Pranmiianansasdiunismadould 24 1l w‘%amuﬂwnmﬁ 'uaa AU "éfqﬁaq
lunskununﬁUgummwaq vde. lnggfuinanesisadadussaiuaunes vas., mnﬂwaamwwnmq
nausLYINISNeaaUY

(2) fFuiezdeafutuiinnmmiiaslusewinnsmaaeulutsardunsunudifu uas
yimsiiu log minadeulagisnsdudinluzuuuuves log Wuseazdeansaasuldogadaiou

(3) woldwasvdelusunsuzihuldlunisasaUsuiiudesing asdesduvenduiiig
ﬁmﬁw‘énnﬁaamungwmawﬁﬁu waziivelinsnsaussiiutoddniiiause gAninngean vawiwainie
Iﬂil,mi:uﬁ'lwvmmlﬂ'sumsawmemwaua’lwLUu‘UaauuLwa'lwm;mnm'ﬂwwaqim (CVE) Tnsiq
Lﬂﬂ‘uu'l.u'dmuulﬂ

(4) 'Jﬁﬂ'I‘iLi]’l“iuUUﬁ'liﬂ‘mLﬁ'EJﬂBNENiﬂM'i‘ﬁ’]UFI‘N 7 AIUAINNLNEANYRILATINTS
mrﬂsﬁmmqawu 7 uANIEaNfvYeulwAn Uty q Andunismadeuinnssuuay
ﬂBlJW’JLG]E]‘iGHMVIFd'JT-G‘Nﬂ'WUﬂ gdmszudyginsesedydR Msdnwaiutivanaendylsued
W.A. 2562 WagNIMIFIUE108A1U OWASP Top 10 Application Security version d1¢, OWASP AP|
Security Top 10 version a'"lqsﬂ way SANS Top 25 Most Dangerous Software Errors version 'ﬁ"]?lﬂ, Opensource
Security Testing Methodology (OSSTM), NIST SP800-115 Guideline on Network Security Testing,
Penetration Testing Framework (PTF), Windows Desktop Application Penetration Testing Checklist
wagAiumsataossiil

1. File & Binary Analysis

- Static Binary Analysis 31A512¥1 .exe way dll faeinTasiaigu ILSpy, Ghidra, dnSpy

- Obfuscation Check n39aaunnsly obfuscation iedeu logic

- Hardcoded Credentials Gﬁ’JﬂaaUSﬁaﬂhuﬁaﬁéﬁﬂaag'lu binary

- Reverse Engineering 31A51¢% logic @Aty W authentication, license check

...... m;{ (/ % Qﬁs syt ws 3 #ns

(WnTeadng wenuidede) (Weide 95auds) (We3¥n§ Uniewsiniouna)
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2. Local File & Registry
- Sensitive Data in Local Files m573@au config, log #58 cache ﬁm@ﬁ’ﬁm&aﬁﬁm

L

. o - v
- Information Leakage m5739@8U error log, verbose message N1 UALNEUB LA

2

muly

- IFEQ Injection naaaunisly Image File Execution Options il hijack Tusunsy

- COM Hijacking 3iA51¢% COM registry uasnaaaaudsu CLSID Ilnan DLL Yaou
3. Privilege & Execution

- DLL Hijacking @373@®@u DLL loading path uagvadauni19319 DLL wnu

- EXE Hijacking naaaun1s1n4 .exe unulu path AlusunsuGen

- Unquoted Service Path a53989V service path laisinsld double quotes

- Symlink Attack naaaun1sly symbolic link Wi\ redirect we hijack Twa

- Process Injection &1@4 inject 1ALt process 31 (CreateRemoteThread , Reflective DLL)

- Stack Buffer Overflow n379@8UATIU input Tnelaifints validate Armem
4. Memory & IPC Security

- Weak Memory Protection @39@0U31 sensitive data ifiulu memory 0u plaintext vinly

- Named Pipe Permissions #579@8U named pipe ilnnsseanivieli

- Shared Memory / Mutex 31573 shared object Inildamdbiidewsindeyalsiviol
5. Communication Client to Server

- Insecure Communication #573@8U protocol g (HTTP, raw TCP *1a%)

- Traffic Tampering naaaunsuily request/response wasgirinanssnunioh

- Replay Attack naaaun1sld request iPudiiteans bypass auth %3® trigger actions

- Certificate Pinning asraaauindinistloatiu MITM ée certificate pinning u3el]

- Auth Token Protection #523@8UN159AWIU token %38 session key
6. Update Mechanism

- Insecure Auto-Update 31A313%N13 update 1viheudemnevasasieviely

- Update File Integrity @379@8UN"3 verify hash/signature 404lyld update

- Local Update Path Hijack naaaun13173lnd update Yasulilu local path
7. Cryptographic Misuse

- Weak Encryption Algorithm msaaaaunisld MD5, DES %3e algo Mliivasnse

- Custom Encryption Logic 313129 logic Mduievinilynseuniananndulivialsl
8. Code Signing / Integrity

- Absence of Digital Signature a523@8U71 binary waz OLL 13i3in15 signed

- Tamper Detection Jiamewinszuuannsansivasumsidsuulasinglavioll
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9. Authentication & Authorization
Authentication Bypass na@aun1311u login 1ngun binary #3a memory patch
Role Escalation Wﬂaa‘umiLﬂwﬁqﬁw%{izﬁuqﬂmahﬂﬁ%’uaww
Local Token Replay naaaun13ény token TWlduuiaTesduy
10. Miscellaneous

Keyboard/Clipboard Sniffing 31A3518171 app 3U clipboard %38 keystroke Tnelaiuds
sl
Debug Interface Exposure @57388U117 app & debug panel/function Avaundels
wisly
Environment Variable Abuse 3iAT1gvi ENV Al41u runtime F1iltoamauiu config
w30 logic lavsely
Critical areas of security

The application stores sensitive data in unencrypted form,

The files created are assigned high access rights,

Insufficient server-side input control,

Communication gateway vulnerabilities

Possible DoS tests of the communication gateway,

Sensitive data is sent over an unencrypted communication channel,

SSL/TLS weaknesses (versions, algorithms, key lengths, certificate validity),

Proprietary communication protocol is used,

Weaknesses in mutual authentication of the channel,

Long timeouts waiting for server response,

Insufficient control of client inputs,

Possibilities to bypass the authentication scheme,

Lack of use of multi-factor authentication,

Possibilities of brute-force attack on authentication data,

Weak password policy,

Executable files that are not signed,

Session tokens are not generated with sufficient entropy,

Long user session duration,

Lack of automatic logout on inactivity,

Sensitive information stored in cache memory,

Storing sensitive information in log files,

Cryptography used in data storage that is not secure,

Executable code contains sensitive data,

Sensitive business logic contained in the program,

D e - b= —
~ (e S WP Y7 qa
O | e OP OO Ao T o
(ein3esdng wondRduid) (wendy 3auR) (weAfng Unemsiiang)
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« Developer comments in program files,
» No code obfuscators are used,
« Sensitive data in memory,
» Application business logic flaws.
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Penetration Testing Framework (PTF), Windows Desktop Application Penetration Testing Checklist i

(1) File & Binary Analysis Static Binary Analysis ItA51¢% .exe Wag .dll
#uiniosiiastu ILSpy, Ghidra, dnSpy Obfuscation Check ns29a8UNT5I4 obfuscation Litaday logic
Hardcoded Credentials miﬂﬁlﬁanﬁamuﬁaﬁﬂﬁﬂdat‘:ﬂu binary Reverse Engineering 31A154 logic d1fty

\Wu authentication, license check

(2) Local File & Registry Sensitive Data in Local Files #579@8U config,
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log 3@ cache M@19UaYyaaALY Information Leakage #319&0V error log, verbose message N9 aLUALNY
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doyangly IFEO Injection nagaumsly Image File Execution Options Wite hijack TUsunsu COM Hijacking

AT COM registry waznnaaaieu CLSID Wilvan DLL Yasy

(3) Privilege & Execution DLL Hijacking @573d@@u DLL loading path way

NAFBUATIN DLL Uy EXE Hijacking nadaun1sad .exe wnulu path #ilusunsuiden Unquoted Service

< . ¢ . ¥ 3 v
L8971 33/4 21A75waylund vaasa WASUR weEs A T4 18 DUUNTET M 9 WINIMETINT WAL nnwa¥IuAT 10310

Tnséwy! 02-055-5999



Path ®373d9U service path #laidansld double quotes Symlink Attack naaaunisld symbolic link it
redirect w3 hijack 1W& Process Injection @84 inject 1A 191 process 3u (CreateRemoteThread ,

Reflective DLL) Stack Buffer Overflow mmaaauqmﬁ% input Taelilin1g validate Aue

(4) Memory & IPC Security Weak Memory Protection #539d8U731
sensitive data LAulu memory 10U plaintext #3ald Named Pipe Permissions @539@@U named pipe 7]

N3AIANSYID L Shared Memory / Mutex As199 shared object Iiivewnslidsw/ndoyalavialal

(5) Communication Client to Server Insecure Communication 373d8U
protocol #4414 (HTTP, raw TCP ma%) Traffic Tampering naaun13wily request/response waznIndl
wansznunialyl Replay Attack naaaunisld request liug1ileans bypass auth w3e trigger actions
Certificate Pinning #51980u718in15Uai U MITM fe certificate pinning n3ali Auth Token Protection

A3IRFBUNSIALAU token w38 session key

(6) Update Mechanism Insecure Auto-Update 3tA3713%n"13 update 31¥1
Hiutewnslasaieiald Update File Integrity msaadaunns verify hash/signature vaalwd update Local

Update Path Hijack nmaaun15119lWa update Yaaulilu local path

(7) Cryptographic Misuse Weak Encryption Algorithm n529a@aun1514
MD5, DES w30 algo filiivaanst Custom Encryption Logic 31w Logic ﬁL%ﬂuLaa'hﬁﬁ;méaw?amaﬂné’u
Tan3alil

(8) Code Signing / Integrity Absence of Digital Signature @ 573@8U7"
binary wae DLL Lifin1g signed Tamper Detection s ewinssuvaiuisansinasumsasundadiwgle
wioll

(9) Authentication & Authorization Authentication Bypass nag#aunns

a £ w

111 login IaguA binary %38 memory patch Role Escalation naaaunisidfis@ngseavaalaslailasu

9y Local Token Replay na@aunséng token lulduuiaiasdy

(10) Miscellaneous Keyboard/Clipboard Sniffing 3tAS13 %31 app 1
clipboard n3 8 keystroke Tnelaudansoaly Debug Interface Exposure n529d@8u31 app § debug
panel/function finaaudelivdelil Environment Variable Abuse 31379 ENV #ldly runtime drilaana

U3U config 130 logic lau3eli Critical areas of security

P - . 4 v 3
L 33/4 awmsmaﬂuu nTIasE wnsus Wixi']l]',ﬁ" HU 18 QUUWTEITH 9 L3091 Wane1In NPUNWHAIUAT 10310

Tviafiwn 02-055-5999



VII.

VIII.

Al.
Kl
Xl
XIV.
XV.
XVI.
XVII.

XVIII.
XIX.
XX
XXI.
XXIL
XX
XXIV.
XXV,
XXV,
XXVIL

The application stores sensitive data in unencrypted
form,
The files created are assigned high access rights,
Insufficient server-side input control,
Communication gateway vulnerabilities
Possible DoS tests of the communication gateway,
Sensitive data is sent over an unencrypted ommunication
channel,
SSL/TLS weaknesses (versions, algorithms, key lengths,
certificate validity),
Proprietary communication protocol is used,
Weaknesses in mutual authentication of the channel,
Long timeouts waiting for server response,
Insufficient control of client inputs,
Possibilities to bypass the authentication scheme,
Lack of use of multi-factor authentication,
Possibilities of brute-force attack on authentication data,
Weak password policy,
Executable files that are not signed,
Session tokens are not generated with sufficient entropy,
Long user session duration,
Lack of automatic logout on inactivity,
Sensitive information stored in cache memory,
Storing sensitive information in log files,
Cryptography used in data storage that is not secure,
Executable code contains sensitive data,
Sensitive business logic contained in the program,
Developer comments in program files,
No code obfuscators are used,

Sensitive data in memory,
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XXVIIl. Application business logic flaws.
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