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Module 1: Windows Server 2025 & Active Directory Administration
® NI Windows Server 2025 Datacenter (New Security & Features)
¢ 1asaadhs Active Directory (Forest, Domain, FSMO Roles)
® DNS, AD-integrated DNS Best Practice
® AD Replication, SYSVOL, Health Check

® Group Policy Design & Troubleshooting
Workshop

®  71519d0U AD Health

* sy Replication / GPO
Module 2: Security Hardening & Best Practice

® AD Security Baseline
® Privileged Access / Admin Tier Model
® Local Administrator Password Solution (LAPS)
® Audit Policy, Event Log, AD Monitoring
® Lumnlsaiu Ransomware Tu Domain Environment
Module 3: Hybrid Identity & Azure AD Connect
® Hybrid Identity Concept
® Azure AD Connect Architecture
® Password Hash Sync / Seamless S5O
® Troubleshooting Sync Error
® User Lifecycle Management (Create / Madify / Disable)
Workshop
®  aFdU Sync Status
® Simulation Jgydly Sync L
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