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YBULLAYDNIU (Term Of Reference: TOR)
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(1) g¥nnylAnents (Security Management Level) 117 1 Ay Fadumineutssd
wmg‘ﬁ’uﬁuLmsLﬁué't-z'iwﬁlﬁawﬁﬂumﬁnn%ﬁ nsfnelisninseduuiygied iszauni
Frurnutiursasadumaumne wiaduaudunsaeafomaleed Wuszsenalivesnd 5 (%)
1 varldfuludssnintiotnsiusesmniiinasgru (Certificate) fumudunsasndsnemaufinmgd
agtey 1 Memsfwelul

-CISSP (Certified Information Systerns Security Professional) w3 8 CISM (Certified Information
Security Maniager) win CISA (Certified Information System Auditor)

Tnowinldfuysemadedrdalufiuduas Fumsiosandufiv

- CornpTIA Security+ wWia CEH (Certified Ethical Hacker) W38 GPEN (GIAC Penetration Tester)
wio OSCP (Offensive Security Certified Professional), GWAPT (GIAC Web Application Penetration Tester)
W32 GXPN (GIAC Exploit Researcher and Advanced Penetration Tester)

(2) Q'L'Timmmﬁwmwmaaumxs'smm (Penetration Tester Level) S1uuadWing 2 au
7l msﬁﬂmmﬁ"\niﬁvﬁ’uﬁ?wwn? fsraunrsaidusnudusssaafuasaunmiiuszesia
Lifaendt 3 (1) U wacldfuludssnmadlodnsfusainaduinsgiu (Certificate) Aunrusiuag
vepafumansufumed sreden 1 emsnnaouleanthuniadasalud

(n) Uszmedudesnsiussasinanmiu Coundil for Registered Cthical Security Testers
(CREST) 1%y CREST Registared Penetration Tester, CREST Certified Web Application Tester, CREST Certified
Infrastructure Tester (Uusiy
(v) Uszmadadnsmsfusesninaoniu Offensive Security wiu OSCR, OSWP, OSCE, OSEE
38 OSWE {usu
(m) UsgnelipdmsmaiusesnnamUy Global Information Assurance Certification (GIAQ)
\iu GCIH, GMOB, GPEN, GXPN, GAWN w38 GWAPT lusiy
3.19 yamnsiausdindudulanms seaduyeradionsty fusiisauanmeunseds
fugalasanis winflaudndudaaudeuwiayrainsvile wiadsyrains fowududuarsdnue
dawsedrafummaun vae. WeRinsanayFlderusivrsudsy Tnoyrainsfiauandou ssfosd
aumdRlivouniweaindy nsdiinsfinueans sefadlidilddediud
nyditgiudaiausimuszardindsuiypans §iliumsdndentidudiuiaonds
dramihidosndt 5 Fuviims el uie. fvrsaneyym dowtuduiuns
3.20 fiutowuadadldfululsenindudnsiusemaiduinsgiu (Certificate) ISO/EC
27001:2022 Lﬁatﬂuﬁam'ﬁiw'ﬁ'nu‘awaé‘h%’ﬁﬁm‘lﬁi’ummﬂﬂaamummgwmnﬁ Inuyouiunyes
lufusesdoenseunguiinishivinimmmassuinivssvusaznislidinufuaiulaen
avsauwe Insuvuienaawdnguludsenedludnsdusesnandumsgiu (Certificate)
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4, TIWRLBUAYIUIIRTDINY

g¥uTsazdaainliumvaaaun1ieneIruy (Penetration Testing) wa¥m T13UTLliug ey
w3 (Vulnerability Assessment) iavnqrgeussuumalulalzsaunavos vae. rassaulidwusiily
arnlfulpszuunsinwienmulassduraeszuueietin wazssuuwaluladansaummess vae. lay
whawmsaunguusyenRuduy Fail

4.1 gFuT 1o ninmsAnet wasiin g lalATET I luA TN IHYBITEU USRI
#ag1ufle T Infrastructure T¥UU Network seuugutoys warseuvasiunie q laviawizszuuuins
duningd (OMS) Feiluaremusiunsasnfevasssvuiiisadosfumavaasuninanessuuinalulad
a1sauma uan. uasdavunumsauduswlasinag (Project Plan) UsenouaigsiwaziBuanindy
fnduer yeains wdnaledld wedafldluniaazsson yafinslssdusansenufisaiaiy
sgwidnduruiiustisieg wusl¥ vas. Wiursudsu aelu 30 (awdu) fu dudasnfussunaly
doyey InesoadedUseaueuees vae, Tinituy nedsrpuddntumsdnningetay 3 () fuh
11 warasdiiuntsidvdnnildfumnudureuan use. deu

4.2 aulun1snsuTsdiudedivd (Vulnerability Assessment) uasnagauniigiesguy
(Penetration Testing 1inwiadnenizlu (internal) luguiuy Black-Box Tafuirenedosiasniy
gynjnuiawdnaulaefiveuiennianaasuszuy Infrastructure \udauesdiades 80 (wundu)
vueay 1afl (1P Address)

4.3 Windows Application: syuuvintsBuning (DMS) Deskiop Application vaavas,
Fufluntansreussiiudasind (Vulnerability Assessment) waEnaaoun15ia1e5euy (Penetration
Testing) MnATatrenitly (Internal) luguluu Grey Box (ian | Module wén)

(1) lumaveaaumna vas. suwieudoyagu User Manual vaassuuandifentsvmasy

(2} lumsveaoume uaD. 9swiay Credential (Usernarme/Password) an4BvE User il
uat Admin gaaizuy

@) duduminssuindutoalud Mulnerabiliy Assessment) AvsuuuInsBuning
(DMS) Desktop application Server dvfayalufivaremsluiiadivied (Serven Tavmsousauiiiivaiy
sevumistdoy 1 Ty Module nislduvdndiovesoy

(4} fufiun1Inanasy AP Apclication Tiiimaldaudindu Oracle Database Tuzewing
MAMAASLIT I SEUY

(5) TunismaraussLuudvsBuning (DMS) Deskiop Application pe e 5 Haidy
st uae. e

4.2 n3¥uunT Red Teaming Bypass FOR

diuidanhmmessuesuilasdinaguonadsmineudiinndeds Endpoint
w38 Product tadouninmidneuadiuas uas. H1unns Remote Desktop Wanereuluniswaudes
n13n939dU 199 AV/EDR vaninaninenialiau insider Threat InsvauismmIveasuavasouaas T
Wi 4.2

o Tan = - , =
{winFusdndl wyrdideEe) (wwhdy M{mnR) wding Yuomiiimna)
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4,5 n3LuunTi Phishing Email Simulation

() falih i diuTed novee. duineulvng detussfesaumruviofeadelunts
duflunsnaasuasnuuuusrdavir e seasunrueseninduauliunsUaenfylnvefuns
arrauwad e Siwanasnas (Phishing Emai) $1u7u 1 ade 1 \ewnsnaasy (Scenario) Taudeds
ururanmeasyluwiasdon waernfuitiaures vae. singeadnsdmivaediuelusewin
NIIVRADL

(2) nmsenuuudemamvaany (Scenario) sl uaa. BanldRasandoudnmaasy

(3) ausu Cybersecurity Awareness Training 91AHanAaay Phishing Email Simulation
TrgavihdaUsswiduiug Wy rdviale Tnsldussnounmsathmuesemindumuifursasn iy
avsaumevdadusuiuansendtlsveimugtu Tnodunininausfamuiives vee, Wurindnay
U UHE.

6.6 FarvuAluNMIYAREUNITRIETEUL

(1) $nnefiaunsodndumsaasuld 26 F1lue wionwthaiad van. fwun Saies
LinsgnufumsufiRnunes vas, Tneffudnesdaaudadussananuas vas. Mifdamauynads
reudwim maasy

@) giurevsdoafutiuiinmmwminelusswhsnvaasuluudestunsuniuddu uas
viamaiu log mavageulaeBmaduinlugluiees log uswasduansvaasuldodieiaay

(3) gavdurivielusunsufissduliflunarisusndudedind ssfeuilunardun{ad
Sedvignipamungrmunewindy wandelinmnsvssdudasdidiaussdviamggs seviuaivia
Wsunsuiiltardesldfunisdmengrudoyalidulsgiuidalfanmsoasaviedud (CvE) uaiq ¥
Aindulutioguuls

@ '"“s‘-'imsmwwuua‘tm:mﬁnnﬁwﬁqmmgwju 7 RIMAIUMHIEANVILATINT
U§INENBIEY ;AR TI VAN IIILEY 9 dudunmisnagauinigsruvaiy
Anufamedmuifidutmun Sudwmsenwydinsenedydd msfnwesiunUaendylaves
W.M, 2562 WABNIMIFIUDLIUa LRI OWASP Top 10 Application Security version #7am, OWASP AP
Security Top 10 version 878 WAy SANS [op 25 Most Dangerous Software Errors version 81m, Opensource
Security Testing Methodology (OSSTM), NIST SP0C-115 Guideline on Network Security Testing,
Penetration Testing Framework (FTF), Windoews Desktop Application Penetration Testing Checklist
wagfniunTeg wisedal

1. File & Binary Analysis
Static Binary Analysis ST exe wae dll Feidodiiawy ILSpy, Ghidra, dnSpy

- Obfuscation Check a59@8UNT5LE obfuscation w't'wu'au logic

- Hardeoded Credentials asaaeusiiaruvisAdiitiayly binary

- Reverse [Crgineering 31A318¥ logic #1dny 1u authentication, license check
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2. local Hie & Registry
- Sensitive Data in L ocal Files #179@0u config, log Y38 cache ﬂawﬁﬁm&amﬁm
- Information Leakage A31988V error log, varbose message anuilinmads ya
mulu
IFEQ Injection naaaumIi Image File Execution Options e hijack TUswnsu
COM Hijacking SiaT1e% COM registry warmmasatfiny CLSID Ioivan DLL Yasy
3. Privilege & Execution
- DLL Hijacking mi79a8y DLL loading path uasvaaaun192W DLL unu
- EXE Hijacking viaagumsai exe wivlu path flusunsuden
- Unguoted Service Path a1988U service path Tilifinsld double quotes
- Symlink Attack naaaun sl symbolic link (e redirect win hijack Iwd
- Process Injection a8 inject 1Am process 8 (CreateRemoteThread , Reflective I 1}
Stack Buffer Overflow #5198eUsiiy input Taalaifims validate Awuem
4. Memory & IPC Security
- Weak Memory Protection #319aau17 sensitve data Wiulu memory Wu plaintext wioli
- Named Pipe Permissions #53988U named pipe FriinsfaavEuialy
- Shared Memory / Mutex 31852y shared object Tilamilvidsuwdndayaldvioll
5. Communicalion Client to Server
- Insecure Communicalion ®37982U protocol fldew (HTTP, raw TCP 2g")
- Traffic Tampering waaaunswily request/response usegiiinansynuvisli
- Replay Attack veasunild recuest \Audnitaan bypass auth W3s Ligger actions
- Certificate Pinning y7vapuindmyteeiu MITM #u certificate pinning wigli
- Auth Token Protection asmaagunidauiu token win session kay
6. Update Mechanism
Insecure Auto-Update TAT18MNT update Tvimutemataennaviiold
Update File Integrity #37980Un73 verify hasn/signature 1a3lyiad update
- Local Update Path Hijack nagaunsiwlviad update Ysadlilu local path
7. Cryptographic Misuse
- Weak Frcryption Algorithm aisasunmsld MDS, DES wie algo fluvuanns
- Custom Encryption | ogic Araed logic Adsunririgasaunisosanduldvisly
8. Code Signing / Integrity
- Absence of Digital Signature #713@8U71 binary uas OLL Lillns siened
Tarnper Detection JATeiirsevuawsorssaounsudsusadndldvioly

&
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9. Authentication & Aulherization
Authentication Bypass waaaun 34y login Taaud binary %30 memory patch
Role Escalation neasumaifsdnissdugelaalalduoyam
Local Token Replay waanunisie token Wi¥uuadoddu
10. Miscellancous

Keyboard/Clipboard Sniffing T1ms12971 app U clipboard wia keystroke Tngluuds
vio '
Debug Interface Fxposure #519A8U71 app il debug panelfunction Anaswialy
viou
Environment Variable Abuse w3yt BNV 7Ll runtime 3ildomad$y confie
wio logic Iiwioli
Critical areas of security

The application stores sensitive data in unencrypted form,

The files created are assiened high access rights,

Insufficient server-side input control,

Communication gateway vulnerabilities

Possible Do tesls of the cornmunication gateway,

Sensitive data is sent over an unencrypted communication channel,

SSLATLS weaknesses (versions, algorithms, key lengths, certificate validity),

Proprietary communication protocol is used,

Weaknesses in mutual authentication of the channel,

Long timeouts waiting for server response,

Insufficient control of client inputs,

Possibilities to bypass the authentication scherne,

|ack of use of multi-factor authentication,

Passibilities of brute-force attack on authentication data,

Weak passwaord policy,

Executable files that are not signed,

Session tokens are not generated with sufficient entropy,

Long user session duration,

Lack of automatic logout on inactivity,

Sensitive inforration stored in cache memary,

Storing sensitive information in log files,

Cryptography used in data storage that is not secure,

Executable code cantains sensitive data,

Sensitive business logic contained in the program,

' ~ 4‘4'( - 5%1{'5 s WP V4
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« Developer comments in program files,
«  No code obfuscators are used,
»  Sensilive data in memory,
«  Application business logic flaws.
(5) FFuindsainmassusarlinTeiiiedayraniealundn (Manual Test) Tl
Mindosfiodmiuiosinfsiaednidlunmaveasy
(6) Tavhnwruman IenvUsndunursuenuts 4.2 uaxde 4.3 lnudhwrusrisy
wiadasinifinsrawy sanstsuduseduarudss waskansenufisudululs deiausuusunsiFluns
ViuUpuAlegnsauvdevaddviing q uarlunsdiidoddafivinld vae. liaunsosdulumsdiuuy
ulognsouvdndaluifnsonuidluiud Whinauounuanmmundes (Risk Mitiation Plan) ludnyme
w89 Workaround Solution iy mele Virtual Patch, mslniy IP Address & Port, W3an1sReconfiguration
sy warduaveds uae. Wislianudiugey
4,7 lunsdf vita, Wandunsuduusauflugndeuniedadivi mude 4.2 uaeds 4.3 ués
Jutaiiniddasinduninniasuuasiutuigasouniatestniduldfunsuiladsuiosuds
nnfulduiuusulenenusuds 46 (6) Wasandasfunanisufuuseudle saninsusdsvas,
ol mdiuesy
4.8 giuTadssbifuusinssuiunmsdunioya (Backup) dewinivadeuinisizuy
(Penelration Testing) uarfiioyafiu (Rollback) wisemdndumsaisfuudomnads Welissuundudy
danymduldmund
4.9 Q-?Uﬁwwﬁaﬁmuw'qm'fmﬂ'uaua w9 FURDUNINARDY HANTNAABULIIETEUY
(Penetration Testing) uazuTeiiluartuidsafonivedlnd (Vulnerability Assessment) W5 puv
Fauugthnsudly dasiu miladeddwifny Witudauaviedimunsuununes vas. wiedifeadas
yufliiUnvidanissnamsalddwidiudy ($l) wasfeniiausnaunfuiviives uas. waz/
wioAnLaynIIUNTs T Steering 84 UAB.
4,10 uae. waeitrdes sudufntaddnifivy mufuusiuasiBmslifiudaldtuaus
nefgfuiedasduilimninsmud vae. foeue
411 fiuiedasiniunimeraungssuuen (Revisit) tudaaniuf uae. fvledoudalr
Afuauiiunng wisudahnerusantvageuianus wiiased Auueh maudly mInsaey
viamaudle uasuvaTuuims (Executive Summary) wiveand vas. ididumsutlededwiuduas
nyiid van. biawnsoduduntsladedniiy suduusinsladodw fudvadaddnneivasm
wavmeniuAlydu 4 sufwresnsdosiufiluszoedy sostnan wassseeen wiawiniaue
u.mmqﬂaw'fum-xm::ﬁumuwuLﬁeJdgaltiMﬁizo\'uﬂaﬁl", nmiwiornuannsnlunrsdniunmsdasiu uile wae
Funedodfafliawsadndunsidsntinnlssnunsatdiofiondfiniy () wediaussans
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V.

VL.

VIIL

Xl
Xl
XIII.
XIV.
AV
XV
XVII.

AVIIL.
KIX.
XX
KX
KX
XX
KXV,
AXV.
KXV,
XXV

The application stores sensitive data in unencrypted
form,
The files created are assigned high access rights,
Insufficient server-side input control,
Cornmunication gateway vulnerabilities
Possible DoS tests of the communication gateway,
Sensitive data is sent over an unencrypted ommunication
channel,
S5L/TLS weaknesses (versions, algorithms, key lengths,
certificate validity),
Proprictary communication protocol is used,
Weaknesses in mutual authentication of the channel,
Long timeouts wailing for server response,
Insufficient contral of client inpuls,
Possihilities to bypass the authentication scheme,
Lack of use of multi-factor authentication,
Possihilities of brute-force attack on authentication data,
Weak passward palicy,
Executable files that are not signed,
Session tokens are not generated with sufficient entropy,
Long user sesslon duration,
Lack of automatic logout on inactivity,
Sensitive information stored in cache memaory,
Staring sensitive Infarmation in log files,
Cryptography used in data storage that is not secure,
Executable code contains sensitive data,
Sensitive business logic contained in the program,
Developer comments in program files,
No code obfuscators are used,

Sensitive data in memary,
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